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1
Decision/action requested

SA3 is kindly asked to approve the proposed new key issue to be added in TR 33.874.
2
References

[1] 


3GPP TS 23.502
v17.0.0
Procedures for the 5G System (5GS); Stage 2

[2]
3GPP TR 33.874 v0.1.0

Study on enhanced security for Network Slicing Phase 2
3
Rationale

According to TS 23.502 [3] clause 4.2.11, the maximum number of UEs per network slice admission control (NSAC) is triggered by the AMF in different cases, e.g. during the UE Registration procedure or Network Slice-Specific Authentication and Authorisation procedure. At UE Registration procedure, if the EAC mode is active (i.e. the number of UEs registered with the network slice is above certain threshold), the NSAC shall be triggered befored Registration Accept. 

As primary authentication is performed during registration procedure, it was discussed in SA2 whether NSAC with active EAC mode shall be triggered by the AMF before or after primary authentication with concern on saving network signalling. Because the registration will be rejected when the number of UEs per network slice exceeds the threshold even if the primary authentication is successful, the primary authentication procedure becomes a waste of network resource. 

This pCR proposes to add a new key issue in TR 33.874 [2] to discuss the risks and threats of triggering NSAC before primary authentication.
4
Detailed proposal

*************** Start of the Change ****************

5.X
Key Issue #X: Primary Authentication with NSAC 
5.X.1
Key issue details

According to TS 23.502 [3] clause 4.2.11, the maximum number of UEs per network slice admission control (NSAC) is triggered by the AMF in different cases, e.g. during the UE Registration procedure or Network Slice-Specific Authentication and Authorisation procedure. At UE Registration procedure, if the EAC mode is active (i.e. the number of UEs registered with the network slice is above certain threshold), the NSAC shall be triggered befored Registration Accept. 

As primary authentication is performed during registration procedure, it is to be determined whether NSAC with active EAC mode shall be triggered by the AMF before or after primary authentication with concern on saving network signalling. Because the registration will be rejected when the number of UEs per network slice exceeds the threshold even if the primary authentication is successful, the primary authentication procedure becomes a waste of network resource. 

This key issue discusses the risks and threats of triggering NSAC before primary authentication from security perspective.
5.X.2
Security threats

According to TS 23.502 [3] clause 4.2.11, when the AMF decides to reject the UE request for registration, it shall include in the Registration Reject message the rejected S-NSSAI(s), a reject cause and optionally a back-off timer. If primary authentication is not performed before the NSAC procedure, the NAS security cannot be established between the UE and the AMF, hence the Registration Reject message cannot be protected. Then the information in the unprotected message like the rejected S-NSSAI(s) could be easily acquired over the air interface by an attacker, who can launch a DoS attack to any UE by including the rejected S-NSSAI(s) in the unprotected Registration Request messages sent by the UE to the network.
5.X.3
Potential security requirements

It is required that the NSAC procedure shall be performed after primay authentication and after NAS security context has been established.

NOTE:
This key issue does not require to define any new solution.
*************** End of the Change ****************
