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3
Rationale

This contribution is adding an evaluation to the proposed solution of using existing procedures (for authentication) also for authorization.
This solution claims that by proof of possession of CCA_NFc, the SCP is authorized to act on behalf of an NF Service Consumer and to request access tokens. 
However, the TLS connection established between NFc and SCP only mutually authenticates NFc and SCP as it mutually authenticates SCP and NRF. The CCA_NFc sent to SCP allows SCP to authenticate the originator of the service request (NFc) against NRF, but it does not authorize SCP to contact NRF and requesting an access token on behalf of NFc. 
The fact that SCP is in possession of CCA of the NF Service Consumer does not mean that NF Service Consumer has authorized that particular SCP. 

NRF or NF Service Producer cannot with assurity verify that the SCP which provides the CCA of the NF Service Consumer is indeed the one SCP to which the NF Service Consumer sent its CCA. Thus, this solution does not counter a potential attack of SCP stealing a CCA and using it for requesting an access token without being requested by a NF Service Consumer.

As long as the NF Instance ID is not mandated to be part of the NF Service Consumer's TLS certificate, the inclusion of CCA is not sufficient. Similarly, this holds for SCP Instance ID if not mandated to be part of the SCP' TLS certificate.

4
Detailed proposal

************** START OF CHANGES

6.3
Solution #3: Using existing procedures for authorization of SCP to act on behalf of an NF Consumer
6.3.1
Introduction

This solution addresses Key Issue #4 "Authorization of SCP to act on behalf of an NF or another SCP". It explains how token-based authorization and CCAs as currently specified in TS 33.501 [2] can be used to authorize the SCP to act on behalf of an NF Consumer, i.e. to request access tokens or services on behalf of the consumer.

6.3.2
Solution details

6.3.2.1
Request of access token on behalf of the consumer

The SCP requests access tokens on behalf of the consumer in Scenario D (indirect communication with delegated discovery) and in Scenario C (indirect communication without delegated discovery) without mutual authentication between NF and NRF at the transport layer. The following procedure describes token requests for Scenario D, and particularly how CCAs are used to authorize the SCP to request access tokens on behalf of the NF Consumer. For Scenario C without mutual authentication between NF and NRF at the transport layer, the same principles hold.
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Figure 6.3.2.1-1: Access token request of SCP on behalf of an NF Consumer  
1.
The NF Service Consumer sends a service request to the SCP. The consumer includes a CCA signed by the consumer. The CCA includes the NF Instance ID of the consumer. The consumer's certificate used for signing the CCA also contains the consumer's NF Instance ID.

2.
The SCP sends an access token request to the NRF. The SCP includes the CCA received by the consumer in step 1. 

3.
The NRF verifies the CCA as described in clause 13.3.8.3 of TS 33.501 [2] and thus obtains the NF Instance ID of the consumer that signed the CCA. Besides authentication of the consumer, the CCA also implicitly authorizes the SCP to act on behalf of the NF Service Consumer. 

The NRF authorizes the NF Service Consumer as described in TS 33.501 [2].  

4.-8. The remaining steps of the access token request and service request procedure are exactly as described in TS 33.501 [2].

6.3.3
Evaluation

Editor's Note: Provide an analysis of the risks of threats mitigated by this solution. Provide a statement on complexity/impact/backward compatibility if one would follow this solution.
This solution claims that by proof of possession of CCA_NFc, the SCP is authorized to act on behalf of an NF Service Consumer and to request access tokens. 
However, the TLS connection established between NFc and SCP only mutually authenticates NFc and SCP as it mutually authenticates SCP and NRF. The CCA_NFc sent to SCP allows SCP to authenticate the originator of the service request (NFc) against NRF, but it does not authorize SCP to contact NRF and requesting an access token on behalf of NFc. 
The fact that SCP is in possession of CCA of the NF Service Consumer does not mean that NF Service Consumer has authorized that particular SCP. 

NRF or NF Service Producer cannot with assurity verify that the SCP which provides the CCA of the NF Service Consumer is indeed the one SCP to which the NF Service Consumer sent its CCA. Thus, this solution does not counter a potential attack of SCP stealing a CCA and using it for requesting an access token without being requested by a NF Service Consumer.

As long as the NF Instance ID is not mandated to be part of the NF Service Consumer's TLS certificate, the inclusion of CCA is not sufficient. Similarly, this holds for SCP Instance ID if not mandated to be part of the SCP' TLS certificate.

************** ENF OF CHANGES

NF Service Consumer
NF Service Producer
6. Validate access token

1. Service Request (CCA)
SCP
NRF

3. Verify CCA, authorize consumer
4. Nnrf_AccessToken_Get_Response (access token)

5. Service request (access token)

8. Service response
2. Nnrf_AccessToken_Get_Request (CCA)


7. Service response



