3GPP TSG-SA3 Meeting #103-e 	S3-211965
e-meeting, 17 - 28 May 2021											Revision of S3-20xxxx

Source:	Ericsson
Title:	Way forward for draft-ietf-emu-rfc5448bis
Document for:	Approval
Agenda Item:	
1	Decision/action requested
Agree on a way forward how to introduce draft-ietf-emu-rfc5448bis to TS 33.501.
2	References
[1]	3GPP TS 33.501,"Security architecture and procedures for the 5G System (5GS)".
[2]	IETF RFC 5448, " Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[3]	IETF internet draft draft-ietf-emu-rfc5448bis-10, " Improved Extensible Authentication Protocol Method for 3GPP Mobile Network Authentication and Key Agreement (EAP-AKA')".
[4]	IETF RFC 4187, "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)".
[5]	IETF RFC 5247, " Extensible Authentication Protocol (EAP) Key Management Framework".
[6]	IETF RFC 6973, "Privacy Considerations for Internet Protocols".
[7]	IETF RFC 7258, " Pervasive Monitoring Is an Attack".
3	Introduction
SA3 and IETF had a conference call to discuss any possible further comments on the internet draft and agree on a way forward on how to introduce the internet draft (when it becomes an RFC) to TS 33.501.
The goal of this effort is to make sure that IETF and 3GPP specifications are aligned when it comes to EAP-AKA’ which is used for 5G authentication. 
This contribution gives a background for the work and proposes a way forward.
4	Background
This contribution is a revision of previously submitted contributions in S3-210515, S3-203322, S3-201874 and S3-201147. 
Internet draft draft-ietf-emu-rfc5448bis [3] is an update of RFC 5448 [2] and it has been developed in parallel with 3GPP TS 33.501 [1].  
This can be seen in TS 33.501 which holds an Editor’s Note (since Rel-15) in clause 6.1.3.1 (Authentication procedure for EAP-AKA') which states: 
Editor’s Note: The reference to RFC 5448 will be superseded by the internet draft referred to in [67] when it becomes an RFC.
Reference [67] is Internet draft draft-ietf-emu-rfc5448bis: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
Furthermore, Annex F (3GPP 5G profile for EAP-AKA') has a note which states: 
NOTE: 	This annex (or a part of it) can be removed e.g. if RFC 5448 is updated in the IETF and a reference to the new RFC is added. Alternatively, some of the content may be moved to relevant 3GPP stage 3 specification.
Draft-ietf-emu-rfc5448bis has progressed in the IETF and it has passed IESG review and it is on its way to become an RFC. The draft-ietf-emu-rfc5448bis will update but not obsolete RFC 5448 [2].
For the interested reader it could be mentioned that there is a continuum in developing EAP-AKA in parallel with new mobile network generations. The original RFC 4187 [4], EAP-AKA, was created for 3G for supporting UEs to access 3G core network via WLAN access using AKA credentials. Then RFC 5448, EAP-AKA’, was created to support the new functionality in 4G, especially the binding of serving network name to the AKA session keys.  The reason for updating RFC 5448 is to make it up to date when it comes to 5G.
We believe that draft-ietf-emu-rfc5448bis is aligned with TS 33.501. 
The latest 10 version can be found here:
https://datatracker.ietf.org/doc/html/draft-ietf-emu-rfc5448bis
 
Diff (i.e. comparison) between RFC 5448 and the new draft is at: 
https://www.arkko.com/ietf/eap/draft-ietf-emu-rfc5448bis-from-rfc5448newtemplate.diff.html
5	Main updates compared to RFC 5448
The draft-ietf-emu-rfc5448bis is backwards-compatible with RFC 5448. As a result, it has NO impacts on Rel-15 and Rel-16 implementations.  
The main updates of draft-ietf-emu-rfc5448bis from RFC 5448 are:  
- It refers to correct 4G and 5G specifications and not only to 4G specifications (as RFC 5448 does).
- It is aligned with TS 33.501 regarding the handling of 5G identities (clause 5). I.e. it basically refers to Annex F of TS 33.501. Especially it can be mentioned that the internet draft refers to clause F.3 regarding the format of the SUPI to be used for key derivation. 
- In addition, there is some other new text added in the internet draft which is also backwards compatible with RFC 5448. I.e. these do not impact implementations done according to RFC 5448. This new text is about:
- Summary of attributes (clause 3.5 and 4.1).
- Defining “Exported Parameters” as required by RFC 5247 [5] (clause 6). 
- Adding privacy considerations as suggested by RFC 6973 [6] (clause 7.1). 
- Discussing discovered vulnerabilities of AKA in security considerations clause (clause 7.2).
- Discussing pervasive monitoring as required by RFC 7258 [7] (clause 7.3).
6	Comments received at SA3#101e
At SA3#101e several comments on S3-203322 were received. In the following we are recapturing those comments and explaining how they have been taken into account in version 09: 
-	It was suggested that draft-ietf-emu-rfc5448bis could update RFC 5448 instead of obsoleting it. We have implemented this change in version 09.
-	It was commented that 5G NAS is not always used when connecting to 5G (see N5CW devices) so 5G NAS should not be used as a condition when a UE is connecting to 5G. We have updated draft-ietf-emu-rfc5448bis to refer to TS 33.501 regarding when the peer is connected to 5G network.
-	It was commented that leading character “6” is not used in 5G with EAP-AKA’. Although already the original draft-ietf-emu-rfc5448bis had this right, we have clarified this more in version 9. 
-	It was asked whether leading characters “7” (for pseudonym) and “8” (for fast re-authentication) are still allowed. We can confirm that this is still the case. 
-	It was commented that 5G-GUTI could also be sent by the UE instead of SUCI or SUPI. This is clarified in version 09.
7	Comments received at SA3#102e
At SA3#102e some comments on S3-210515 were received. In the following we are recapturing those comments and explaining how they have been taken into account: 
-	It was commented that RFC number in figures 6.2.2-1 and 6.2.2-2 need to be updated too. This is shown in the detailed illustration below. 
-	It was asked when will the new RFC become a standard specification? The IETF has reviewed the internet draft and it is basically ready for publication. The authors of the internet draft have indicated to the IETF that it should not be published before SA3 is also happy with the draft. The internet draft, as well as the original RFC 5448, will be an informational RFC rather than a standards track RFC.
-	It was asked if impacts are identified on performance or anything else which are caused by the new RFC, can we request the new RFC to modify accordingly as soon as possible? The intention is that the new RFC would have no impacts to existing implementations. If any errors are found after publication of the RFC, IETF has an errata mechanism to correct those.
7	Comments at SA3 - IETF conference call 
At SA3 - IETF conference call on March 15 there were two main questions discussed:
a)	Whether the draft is ready from SA3 point of view for publication as an RFC in the IETF?
b)	How should 3GPP take the new draft into account in their specifications? 
7.1 	Whether the draft is ready from SA3 point of view for publication as an RFC in the IETF?
On point a) there were some editorial comments. Otherwise, it was commented that were no issues that would hold the publication of the RFC. After the SA3 conference call, a new version 10 [3] of the internet draft has been submitted taking into account the editorial comments. The new version is now in the IETF waiting for publication.  
7.2 	How should 3GPP take the new draft into account in their specifications?
On point b) the way forward for the internet draft in 3GPP was discussed in the conference call. The following options are on the table. 
0. Do nothing and the EN is unresolved
1. Remove the EN and remove the reference to the new RFC in Rel-15 and in later releases and with that the norm is the old RFC.
2. Remove the EN and remove the reference to the old RFC in Rel-15 and in later releases and introduce the reference to the new RFC. 
3. Remove the EN and remove the reference to the new RFC in Rel-15 and introduce the refence to the new RFC in later releases, for example in Rel-17
4. Option 1 plus adding an informative reference to the new RFC
5. Remove the EN and keep the reference to the old RFC in Rel-15 and in later releases and also introduce the reference to the new RFC. Add statements that the old RFC applies if there is a discrepancy. This is a variant of option 4 not discussed in the conference call. 
Analysis of options 
Option 0.  Leaving an EN in the spec is not a realistic option.
Option 1. Concerns were raised in the conference call that this option would not allow the new informative parts of the specification – such as security considerations – to be fully visible to all. This would mean that the new RFC is not recognized by 3GPP. 3GPP might refer to the new RFC in later releases. 
Option 2. Concerns were raised in the conference call regarding that, even though RFC 5448bis is intended to be backwards compatible with RFC 5448 and TS 33.501, what would happen if errors or differences were found later in RFC 5448bis. 
Option 3. It was commented in the conference call that the same concerns that apply to option 2 would apply to option 3. The analysis of option 2 applies to option 3. 
Option 4. This option would mean that the new RFC is recognized but not used by 3GPP. This could be a note in the TS, e.g. in Annex F.    
Option 5. This would mean that the new RFC is recognized and used by 3GPP.  The old RFC is also kept as a reference
The following table analyses what different kinds of errors can appear in the different specifications and how they can be resolved after SA3#103. Errors include for example technical errors, technical differences and missing functionality. 

	Type of error
	Case
	Applies to options
	Resolution

	Error or discrepancy in the TS 33.501
	
	all
	Submit and approve a CR. Errors are handled with CRs against the TS.

	Error or discrepancy in RFC

	Affects both 5448 & 5448bis
	all
	Make an erratum in IETF against the RFC5448 and 5448bis, and have the relevant AD verify it.

	
	Affects only 5448
	1,3,4,5
	Make an erratum in IETF against the RFC5448, and have the relevant AD verify it.

	
	Affects only 5448bis
	2,3,4,5
	Make an erratum in IETF against the RFC5448bis, and have the relevant AD verify it.

	Missing or undefined functionality which is currently not specified in TS 33.501 or any RFC
	
	all
	SA3 needs to decide where to add the missing functionality.



As can be seen, 
1) Any errors or differences in RFC 5448bis can be resolved. 
2) In particular, if a conflict is detected between RFC 5448bis and RFC 5448 or TS 33.501, a correction can be reasonably easily done. Furthermore, if we would like to ensure that RFC 5448 always has automatic precedence, this is possible in option 5.
Therefore, we believe the most straightforward and reasonable option is option 2. Alternatively, options 4 and 5 are also quite reasonable, and in particular ensure backwards compatibility to existing implementations without question.
8	Proposal
This clause includes a proposal how to introduce draft-ietf-emu-rfc5448bis when it becomes an RFC.
Even if the internet draft is not yet an RFC, the EN can be removed and reference can be updated. 
It is proposed to take option 5. 
An accompanying CRs implement the proposal in TS 33.501 for Rel-15, Rel-16 and Rel-17. 
