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1	Decision/action requested
Approve the new KI proposal to FS_eNS2_SEC TR 33.874
2	References
[1]	3GPP TR 23.700-40: “Study on enhancement of network slicing; Phase 2”
3	Rationale
This contribution proposes a new key issue on preventing or mitigating a potential resource exhaustion Denial of Service (DoS) attack against the newly defined Network Slice Quota functionality. The Network Slice Quota is defined to cap the number of UEs being served simultaneously in a slice, as defined by SA2 in Key Issue 1 [1].
4	Detailed proposal
***	BEGINNING OF 1st CHANGES   ***
[bookmark: scope][bookmark: _Toc513475447][bookmark: _Toc48930863][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc63690071]5.X	Key Issue #X: DoS on Network Slice Quota
[bookmark: _Toc513475448][bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc56501566][bookmark: _Toc63690072]5.X.1	Key issue details
The Network Slice Quota is defined to cap the number of UEs being served simultaneously in a slice, as defined by SA2 in Key Issue 1 [5]. The introduction of the Network Slice Quota functionality can lead to a DoS attack. If the Network Slice Quota functionality is implemented incorrectly it may be possible to perform a resource exhaustion DoS attack against all UEs meant for a particular Network Slice. This is done by a malicious NF falsely incrementing the NETWORK Slice Quota Management Functionality’s number of connected UEs to match the quota number of maximum UEs allowed to connect stored within the NETWORK Slice Quota Information Storage Functionality.
It is still TBD by SA2 if the NETWORK Slice Quota Management Functionality and NETWORK Slice Quota Information Storage Functionality both of which are terms created by the SA2 [5] will become new NFs or integrated into existing NFs. Regardless they will exist and still be vulnerable despite how it will be implemented. Unless there is some form of input verification to determine if a UE is a legitimate member of the Network Slice and that the UE is currently registered.
[bookmark: _Toc513475449][bookmark: _Toc48930865][bookmark: _Toc49376114][bookmark: _Toc56501567][bookmark: _Toc63690073]5.X.2	Security threats
Undetected manipulation of the network slice quota functionality could result in the following impacts:
· DoS attack on UE
· DoS attack on network slice 
[bookmark: _Toc513475450][bookmark: _Toc48930866][bookmark: _Toc49376115][bookmark: _Toc56501568][bookmark: _Toc63690074]5.X.3	Potential security requirements
When the number of UEs currently registered to a slice is incremented (or decremented) this event shall be validated as being accurate by:
· Validating that the UE is supposed to have access to a Network Slice
· Validating that the UE is register with the 5GS 
	***	END OF 1st CHANGES	***
