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Decision/action requested

This contribution propose to discuss the Authentication, Authorization and Data Protection issues between EEC and EES/ECS
2
References

[1] TR 33.839
[2] TS 23.558
3
Rationale

This contribution is proposed to discuss the following key issues based on the existing solutions, and give out the proposals for conclusion:

· Key issue #1: Authentication and Authorization between EEC and EES
· Key issue #2: Authentication and Authorization between EEC and ECS

· Key issue #6: Transport security for the EDGE-1-9 interfaces

According to the discussion in the previous meetings. There are several issues that need to be concluded at first.
-
Q1: EEC ID verification by the ECS and EES.

-
Q2: GPSI verification by the ECS and EES.

-
Q3: Authentication and data protection between EEC and ECS.

-
Q4: ECS service access authorization.

-
Q3: Authentication and data protection between EEC and EES.

-
Q5: EES service access authorization.
Clause 3 will analyse the existing solutions for these issues, and give out the detail proposals separately.
3.1 Analysis on the existing solutions

A table for these issues and its solutions are given in the below.
Table 3.1-1 Comparison between existing solutions
	Solutions
	Q1: EEC ID verification by the ECS and EES
	Q2: GPSI verification by the ECS and EES
	Q3: Authentication and data protection between EEC and ECS
	Q4: ECS service access authorization
	Q5: Authentication and data protection between EEC and EES
	Q6: EES service access authorization

	Solution #2: Authentication between EEC and ECS based on primary authentication
	None
	None
	Kausf -> Kedge,

Kedge for Authentication
	None
	None
	None

	Solution #3: Authentication/Authorization framework for Edge Enabler Client and Servers
	None
	None
	AKMA->Kecs->Kecs-psk.

TLS based on Kecs-psk
	None
	TLS based on certificates
	Token generated by the ECS.

	Solution #4: Authentication/Authorization framework for Edge Enabler Client and Servers
	None
	None
	Secondary authentication
TLS based on certificates
	Secondary authentication
	TLS based on server side or mutual authentication 
	Token generated by the ECS.

	Solution #5: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	None
	None
	None
	None
	Secondary authentication
	None

	Solution #6: Authentication and Authorization between the Edge Enabler Client and the Edge Enabler Server
	None
	None
	Secondary authentication

Verify the mapping between the EEC ID and GPSI
	None
	None
	None

	Solution #7: Authentication and Authorization with the Edge Data Network
	None
	None
	Kamf -> Kecs,

IPsec based on Kecs
	None
	Kecs->Kees

IPsec based on Kecs
	None

	Solution #8: Authentication between EEC and EES
	None
	None
	None
	None
	AKMA + TLS


	None

	Solution #9: Authentication and authorization between EEC and ECS based on AKMA
	None
	None
	AKMA

Verify the mapping between the EEC ID and GPSI
	None
	None
	None

	Solution #10: Authentication and Authorization between the Edge Enabler Client and the Edge Configuration Server
	None
	None
	Verify the mapping between the EEC ID and GPSI
	Authorization based on the info retrieved from UDM
	None
	None

	Solution #11: Authentication between EEC and ECS
	None
	None
	AKMA + TLS


	None
	None 
	None

	Solution #13: Transport security for EDGE-1-9 interfaces
	None
	None
	TLS
	None
	TLS
	None

	Solution #16: EEC authentication and authorization framework with ECS and EES
	None
	None
	AKMA + TLS

CP protection


	None
	AKMA + TLS


	Token generated by the ECS.

	Solution #17: EEC/EES/ECS authentication and transport protection with TLS
	None
	ECS verifies GPSI using AKMA:
	TLS based on certificates
	Token generated by the ECSP
	TLS based on certificates
	Token generated by the ECS.

	Solution #18: Authentication and Authorization Framework for EDGE-4 interfaces using Primary authentication and proxy interface
	None
	None
	Kamf -> Kproxy

IPSec base don Kproxy
	None
	None
	None

	Solution #23: Authentication and Authorization between EEC and ECS/EES
	None
	AAnF verifies GPSI using AKMA
	None
	None
	None
	None

	Solution #24: Using TLS with AKMA to protect edge interfaces
	None
	None
	AKMA-TLS + certificate-based AF authentication
	None
	AKMA-TLS
	None


-
Q1: EEC ID verification by the ECS and EES.

According to the Table 3.1-1, there is still no solutions for the EEC ID verification, which depends on the EEC ID definition of SA6 TS 23.558. Currently, LS is still no received from SA6. Please find the EEC ID definition of TS 23.558 in the below.

7.2.2
Edge Enabler Client ID (EECID)

The Edge Enabler Client ID is a globally unique value that identifies the Edge Enabler Clients. 

Here, the EEC ID is a unique ID used for EEC identification. Regarding that no solutions were proposed in the TR 33.839, it is suggested that EEC ID authentication is not required. 

P1: EEC ID authentication is not required for the normative work.

-
Q2: GPSI verification by the ECS and EES.

Currently, solution #17 and #23 give out the two alternative solutions for GPSI verification. 

Solution #17 proposes that the GPSI could be retrieved by the ECS from the AAnF, which requires to update the existing AKMA procedure. On the other hand, whether the GPSI could be forwarded by the AAnF to the AF may depends on the user consent considering the UE ID privacy issue.
Solution #23 proposed to send the GPSI to the AAnF, and ask the AAnF to check the correctness of GPSI. This solution also requires to update the existing AKMA procedure. However, the user consent could be avoided.
Considering the above analysis, it is proposed to use solution #23 for the GPSI verification.

P2: GPSI verification proposed in solution #23 could be selected for the conclusion.

-
Q3: Authentication and data protection between EEC and ECS.

There are a number of solutions for this issue, which could be generally classified within the following aspects.
1. AKMA +TLS based solution. (#3, #9, #11, #16, #24)

2. Kamf based solution.

a) AMF derives the protection key if required by the ECS. (#7)
b) AMF derives and pushes the protection key to the ECS. (#18)

3. Kausf based solution. (#2)

a) AUSF derives the protection key if required by the ECS.

4. Certificate based TLS (#17)

5. Secondary based authentication (#4, #6,)

6. Verify the mapping between the EEC ID and GPSI (#6, #9)

7. CP protection (#16)

It seems most of the solutions select the AKMA mechanism to establish the shared key between EEC and ECS. Regarding that AKMA is a new mechanism defined based on 5G architecture, it is proposed to reuse it as the one candidate mechanism for the key negotiation between EEC and ECS.
For the Kamf based solution, there are still some issues that should be discussed and solved, such as race condition if the AMF relocation happens, the ECS controlled by the home network retrieves the key from the serving network. Generally, the solution is similar with AKMA. However, considering that AKMA is already thoroughly discussed and specified in SA3. There is no need to introduce a new similar mechanism for the edge computing sepcifically. Hence, it is benefit to reuse the existing mechanisms.
The Kausf based solution is similar with AKMA. Hence, it is proposed to reuse the AKMA mechanism.
For the certificate based TLS, it is a frequently used security mechanism for authentication and data protection. However, it assumes that the EEC should be allocated with a certificate at first. Currently, it is not clear how to implement the certificate allocation. And the details of ECSP network function implementation is also out of scope of 3GPP. 
For the secondary based authentication, one issue is still left for discussion, i.e. the secondary authentication is performed via the CP connection, while the ECS service is consumed by the UP connection.

For the verification of the mapping between the EEC ID and GPSI, solution #6 and solution #9 assume that the mapping is already configured in the UDM or ECS. This could only be an optional feature.
For the CP protection, it is assumed that the EEC consumes the ECS services via the CP connection, i.e. NAS + SBI interface. It depends on the interface definition of CT group. It is proposed as a conclusion with an Editor’s Note.
Summing up, we have the following proposal for this issue.

P3: AKMA + TLS could be selected for the conclusion of the authentication and data protection between EEC and ECS via UP connection. 

Verification of the mapping EEC ID and GPSI could be an optional feature for the conclusion.

The existing NAS and SBI protection could be reused for data protection if the CP connection is selected (Editor’s Note: the CP connection option depends on the conclusion of CT group.)
-
Q4: ECS service access authorization.

We have the following solutions:
· Secondary authentication (#4)

· Authorization based on the info retrieved from UDM (#10)

· Token generated by the ECSP (#17)

· Static authorization.

Secondary authentication is used for PDU session authorization. From ECS point of view, it is an authentication with the EEC. It could be comprehended that successful authentication implicitly means success authorization. Moreover, the secondary authentication is performed via the CP connection, while the ECS service is consumed by the UP connection. 
Since the UDM stores all the subscription information of the UE, here authorization based on the info retrieved from the UDM is reasonable. 
Token generated by the ECSP requires the ECSP should be a network function that should be implemented by 3GPP, in order that the ECS could verify the correctness of the token. However, the details of ECSP network function implementation is also out of scope of 3GPP. Hence, this option is not suggested.

If ECS has no information retrieved from the UDM, static authorization could be selected always.

P4: Authorization based on the info retrieved from the UDM (#10) could be selected for conclusion. If no authorization related information is acquired from the UDM, static authorization could be selected for the conclusion.

-
Q5: Authentication and data protection between EEC and EES

The discussion is similar with the Q3. Solution #3 and #7 propose to derive new keys for the protection between EEC and EES. For simplicity, it would be better to reuse the AKMA. Then the data protection could be decoupled from the ECS. 
P5: AKMA + TLS could be selected for the conclusion of the authentication and data protection between EEC and ECS. 

-
Q6: EES service access authorization.

#3, #4, #16, #17 propose to use the token generated by the ECS for authorization. No other solutions are proposed.
P6: Token generated by the ECS could be selected for the conclusion of the EES service authorization.
4
Detailed proposal

It is proposed to use the above P1-P6 proposals for the conclusion of the Authentication, Authorization and Data Protection between EEC and EES/ECS, i.e.,
-
Q1: EEC ID verification by the ECS and EES.

P1: EEC ID authentication is not required for the normative work.

-
Q4: ECS service access authorization.

P4: Authorization based on the info retrieved from the UDM (#10) could be selected for conclusion. If no authorization related information is acquired from the UDM, static authorization could be selected for the conclusion.

-
Q6: EES service access authorization.

P6: Token generated by the ECS could be selected for the conclusion of the EES service authorization.
-
Q2: GPSI verification by the ECS and EES.

P2: GPSI verification proposed in solution #23 could be selected for the conclusion.

-
Q3: Authentication and data protection between EEC and ECS.

P3: AKMA + TLS could be selected for the conclusion of the authentication and data protection between EEC and ECS via UP connection. 

Verification of the mapping EEC ID and GPSI could be an optional feature for the conclusion.

The existing NAS and SBI protection could be reused for data protection if the CP connection is selected (Editor’s Note: the CP connection option depends on the conclusion of CT group.)
-
Q5: Authentication and data protection between EEC and EES

P5: AKMA + TLS could be selected for the conclusion of the authentication and data protection between EEC and ECS. 

