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1
Decision/action requested

SA3 is kindly requested to approve the proposed new solution to key issue #1.2.
2
References

3
Rationale

This contribution proposes a new solution to key issue #1.2, protection of tampered data. 
4
Detailed proposal

SA3 is kindly requested to approve the following proposed new solution. 
*********** Start of Change 1(All texts are new) ***********
6.Y
Solution #Y: Solution to data tampering prevention
6.Y.1
Introduction 

This solution proposes a solution to key issue #1.2, processing of tampered data. 
NWDAF is introduced for analytics, whose functionality involves collecting data, performing analytics, and outputting analytical results. Machine Learning (ML) is expected to be used by NWDAF. 

The 3GPP work on NWDAF focuses on:

· the analytics results NWDAF is expected to output, e.g. NF or slice load analytics, observed service experience, UE mobility anatytics etc;
· how NWDAF collects data from NFs, and AFs; and
· how NWDAF outputs analytics results to consumers.
Bascially, 3GPP work focuses only on the inputs and outputs of NWDAF. It is out of the scope of 3GPP to study how the analytics/ML/data processing work inside NWDAF. Therefore, from data protection point of view, 3GPP is to only ensure that the data collected from source is not being tampered before fed into NWDAF. 
This solution solves the integrity of the data collected from source. 
6.Y.2
Solution details
There are two methods for NWDAF to collect data:
· direct data collection, meaning NWDAF collects directly from data source, without any intermediate in between.
· indirect data collection, meaning NWDAF collects data via DCCF and messaging framework.
For direct data collection, existing SBA security ensures the integrity of the communication between NWDAF and a NF, and existing security mechnims defined in clause 12 of TS 33.501[8] ensures the integrity of the communication between NWDAF and AF. 
For indirect data collection involving DCCF and messaging framework, the security aspect is being studied in key issue #1.4 and key issue #1.5 respectively.

6.Y.3
System impact 

There is no system impact to ensure the integrity for direct data collection. 
6.Y.4
Evaluation 

 For direct data collection, existing security mechanism, i.e. SBA security mechnisim and the security for securing communication between NF and AF, suffice to filfill the requirement to prevent data tampering.
*************************** End of Change 1 **************************
