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1	Decision/action requested
The pCR proposes an Assessment of attack risk for the key issues in TR 33.846, and is kindly asked to be approved by SA3.
2	Reference
[1]		 	3GPP TR 33.846 V0.11.0, Study on authentication enhancements in 5G System

3	Rationale
The attack risk is evaluated from two aspects: ease of attack and impact of attack. Ease of attack indicates whether an attack is easy to be invoked. Impact of attack indicates which demage may be raised by the attack. 
For the different key issues in TR 33.846, attack risk is assessed as follows. 
(1) Key Issue #2.1: Linkability by distinguishing MAC failure and synchronization failure
Ease of attack: It is trivial for an attacker to launch the linkability attack. As long as an attacker captures a valid RAND/AUTN, it can invoke the linkability attack to determine whether the subscriber with this identity is present in a given area. 
        Impact of attack: As the linkability attack could reveal the location of a UE, it breaks the location confidentiality requirements specificed in TS 33.102. 
       
       Suggestion: This key issue shall be addressed in TS.
       
       
(2) Key Issue #2.2: Linkability by SUCI replay   
Ease of attack: It is trivial for an attacker to launch the linkability attack by SUCI replay. As long as an attacker captures a SUCI and replies the SUCI, the attacker could get valid RAND/AUTN used for linkability attack.

Impact of attack: As the linkability attack could reveal the location of a UE, it breaks the location confidentiality requirements specificed in TS 33.102. 
       
       Suggestion: This key issue shall be addressed in TS.


(3) Key Issue #2.2: Linkability by generation of different SUCIs
Ease of attack: It is not easy for an attacker to launch the linkability attack by generation of different SUCIs, as an attacker has to acquire the valid SUPI. For this, an attacker has to force a UE to fall down to 4G network. 

Impact of attack: As the linkability attack could reveal the location of a UE, it breaks the location confidentiality requirements specificed in TS 33.102. 
       
       Suggestion: This key issue should be addressed in TS.


(4) Key Issue #2.2: DoS attack
Ease of attack: It is trival for attackers to launch the DoS attack on the UDM as long as the attackers have sufficient resoure.

Impact of attack:As the DoS attack could decrease the performance of the UDM .

Suggestion: This key issue shall be addressed in TS.


(5) Key Issue #3.2: SUPI guessing attacks
Ease of attack: It is not so easy for an attacker to luanch a successful SUPI guessing attack. MSIN is 10 digits, so probaility of a successful SUPI guessing attack is about 2^33. This means that an attcker has to take a long time to get the right SUPI . 

Impact of attack:The reveal of SUPI database has impact on the privacy of the assesets of an operator. But it is diffcult to determine a mapping between a UE and SUPI.

Suggestion: This key issue should be addressed in TS.


(6) Key Issue #4.1: Protection of SQN during AKA re-synchronisations
EaseE of attack: It is not easy for an attacker to luanch SQN attack.  The attacker first  need to fetch 2n+2successive, fresh, authentication challenges intended for thet argetedUE, and then  replays a total of 2(n+2)of them to the UE. N is  least significant bits of SQNHN. In worst case, n is 48 bits. 

Impact of attack:Leaked sequence number information possibly provides information on the number of authentications performed. 

Suggestion: This key issue should be addressed in TS.
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Editor's Note: This clause should provide for all KIs addressed a clear statement (in a condensed way) on the security threat, i.e. the likelihood of the attack to happen under which conditions, level of severity.
	Key Issues
	Security threats 
	Comments
(e.g. likelihood, level of severity)

	Key Issue #2.1: Linkability by distinguishing MAC failure and synchronization failure
	Traceability of the user/victim 
IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area.
	Ease of attack: easy
Impact: tracking a UE
Suggestion:  shall be addressed in TS

	Key Issue #2.2: Linkability by SUCI replay
	Traceability of the user/victim 
IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area.
	Ease of attack: easy
Impact: tracking a UE
Suggestion:  shall be addressed in TS

	Key Issue #2.2: Linkability by generation of different SUCIs
	Traceability of the user/victim 
IMSI-probing is when an attacker tries to find out whether the subscriber with this identity is present in a given area.
	Ease of attack:  diffcult
Impact: tracking a UE
Suggestion:  should be addressed in TS


	Key Issue #2.2: DoS attack
	DoS attack on UDM
	 Ease of attack: easy
Impact:  performance decrease on UDM
Suggestion:  shall be addressed in TS


	Key Issue #3.1: Attack due to expired authentication result in the UDM
	N/A
	

	Key Issue #3.2: SUPI guessing attacks
	Privacy threat
	Ease of attack:  diffcult
Impact:  disclosure of SUPI database
Suggestion:  should be addressed in TS


	Key Issue #4.1: Protection of SQN during AKA re-synchronisations
	Privacy leakage of subscribers 
Keystream re-use in the AKA protocol. Leakage of information on the sequence number in AKA re-synchronisations. Leaked sequence number information possibly provides information on the number of authentications performed.
	Ease of attack:  diffcult
Impact:  disclosure of the number of authentication performed.
Suggestion:  should be addressed in TS
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