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1
Decision/action requested

This contribution provides a discussion on a possible response to the SA2 LS on IP address to GPSI translation
2
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3
Rationale

SA3, SA2 and SA6 have been exchanging LSs (see [1] and [2]) on the issue of SA2 providing a means for an EAS to get a UE identifier based on the used IP address of the UE. The supplied UE identifier is then used by the EAS to obtain information of the UE using the network exposure function.
In their latest LS [1], SA2 ask the following questions from SA3:

SA2 would also like to understand the following:

1. Are there privacy concerns (and do you see any difference) with exposing to an AF that may be external the GPSI in the form of MSISDN or the GPSI in the form of External Identifier?

If the GPSI in either form does not meet the privacy requirements:

2. Should a new exposed subscription identifier be permanent or temporary? If such new exposed subscription identifier is temporary, what is its temporal validity? SA2 assumes that it is then up to the 5GC operator (e.g. NEF) to define this validity.

3. Should such new exposed subscription identifier be “global” or per AF?
This way of providing network exposure based on a UE identity is different to the existing ones in two main respects:  

1) The UE identity is not directly provided to the entity requesting the information and hence may not need to be a permanent identity.

2) The final entity receiving the UE identity may not be an AF that has been authenticated by the network, i.e. the EAS may interact via the EES to get the mapping from IP address to UE identity. 

Allocating a temporary identity (as opposed to a permanent identity) provides some additional privacy to the UE in this case. Such a temporary identifier should be designed to only have a meaning to the particular AF. The time period that such a temporary identifier should be used for would depend on the particular use case. Previous discussions in SA3 have raised the issue that the full privacy gain against complexity of adding temporary identity has not yet been evaluated.
Based on the above analysis and previous discussions (and assuming no conclusion on temporary identities is reached at this meeting), it is proposed to respond to SA2 as follows:
Answer to Q1: It is preferable to send an External Identifier rather than an MSISDN to an AF that does not require the MSISDN to provides its service as an MSISDN provides the AF with a method of contacting the UE.
Answer to Q2 & Q3: SA3 have not yet concluded that the use of a temporary identities justifies the gain. SA2 is recommended to proceed with the use of permanent identities only at this stage for this feature. SA3 will inform SA2 if SA3 later concludes on the use of temporary identities and the desired properties of such temporary identities.
4
Detailed proposal

It is proposed that SA3 respond to the LS using the above discussion.
