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1	Decision/action requested
This discussion paper provides the background and discussion for the reply-LS S3-211751.
2	References
[1]	S3-211440/C1-212523 "LS on integrity protection between the UE and the HPLMN of additional fields in SOR transparent container carrying SOR acknowledgement" from CT1
[2]	S3-211394/S2-2101072 LS on UE capabilities indication in UPU
[3]	S3-211441/C1-212599 Reply LS on UE capabilities indication in UPU
[4]	3GPP TS 33.501 "Security architecture and procedures for 5G System"
3	Rationale
In the LS [1], CT1 asks SA3 the following questions:
	- whether the "ME support of SOR-CMCI" indicator in the SOR header of the SOR transparent container carrying the UE acknowledgement, needs to be integrity protected between the UE and the HPLMN;
	- if deemed necessary, to specify a backward compatible mechanism enabling integrity protection between the UE and the HPLMN of:
-	the SOR header of the SOR transparent container carrying the SOR acknowledgement; and
-	fields, if any, placed after the SOR-MAC-Iue in the SOR transparent container carrying the SOR acknowledgement.
4	Discussion
4.1		Need for integrity protection between UE and HPLMN
In their LS [1], CT1 already point out aspects that are relevant for the answer to their question:
If the "ME support of SOR-CMCI" indicator value is changed from "supported" to "not supported" while transported over the VPLMN to the UDM, then the HPLMN will be unable to control when the UE, that is in 5GMM-CONNECTED mode and with specific PDU session(s) or ongoing service(s), leaves the current VPLMN for a higher priority VPLMN. Instead, the UE stays in the current VPLMN for an UE implementation dependent time, which is advantageous for the current VPLMN.
If the "ME support of SOR-CMCI" indicator value is changed from "not supported" to "supported" while transported over the VPLMN to the UDM, and UDM includes SOR-CMCI in the SOR information sent to the UE, the UE decodes the SOR information incorrectly.
For exactly these reasons, it is necessary that the "ME support of SOR-CMCI" indicator in the SOR header of the SOR transparent container carrying the UE acknowledgement is integrity protected between the UE and the HPLMN.
4.2 	Backward compatible mechanisms enabling integrity protection between the UE and the HPLMN
The specification of the mechanism will require further discussion at future meetings.
A similar backward compatible mechanisms enabling integrity protection between the UE and the HPLMN in the context of UPU is discussed in another LS exchange with SA2 [2] and CT1 [3]. The new mechanisms enabling integrity protection between UE and HPLMN for UPU and SOR should obviously be aligned. A discussion paper for the UPU mechanism is provided in S3-211741 and an LS-reply in S3-211744.
5	Detailed proposal
It is proposed to answer CT1 accordingly. A draft reply-LS is provided in S3-211751.
