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1	Decision/action requested
It is proposed to add the evaluation for solution#4 in 5GFBS TR 33.809.
2	References
[1] https://www .cryptopp.com/benchmarks.html
3	Rationale
This pCR proposes to add the evaluation for solution#4. 
Solution#4 proposes to use HASH of MIB/SIBs list for the FBS detection, which will cost UE extra consumption. However, HASH algorithms (e.g.SHA-256) is more efficient than integrity protection algorithms (e.g. AES CMAC used in LTE/5G). According to [1], SHA-256 is comparable with AES-CMAC, with 111 MiB/second and 15.8 cycles/Byte. Using HASH, no keys are needed, thus the complexity is limited.
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Besides, SHA-256 is already supported in the 5G system, as the HRES* and HXRES* derivation algorithm in primary authentication procedure and SUCI profile. (TS 33.501, Annex A.5)
RAN2 confirms that it is feasible to report a list of MIB/SIBs hashes in R2-2104626.
4	Detailed proposal
[bookmark: definitions][bookmark: clause4][bookmark: _Toc37790918][bookmark: _Toc42003867][bookmark: _Toc42176676][bookmark: _Hlk47268233]****START OF CHANGES ***
[bookmark: _Toc58311085][bookmark: _Toc59025542][bookmark: _Toc59026378]6.4	Solution #4: Enriched measurement reports
[bookmark: _Toc58311086][bookmark: _Toc59025543][bookmark: _Toc59026379]6.4.1	Introduction
This solution addresses the first security requirement in the following key issue:
-	Key issue #3: network detection of false base stations (first requirement).
The solution provides a mechanism for enhancing the detection of false base stations by enriching the measurement reports from the UE. The solution is applicable to UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED states.
[bookmark: _Toc58311087][bookmark: _Toc59025544][bookmark: _Toc59026380]6.4.2	Solution details
[bookmark: _Toc58311088][bookmark: _Toc59025545][bookmark: _Toc59026381]6.4.2.1	Enrichment of measurement report
The UE measurement reports specified in 3GPP TR 38.331 [2] already contain several information relevant for the detection of false base stations, e.g., identifier and received-signal strength information of the cell. Additionally, 3GPP TS 38.331 provides support for reporting of Cell Group Info (CGI_info) which contains information broadcasted in MIB and SIB1. 
In addition to the existing information, the system should support the following new information about camped and neighbouring cells to be included in the measurement report: 
-	mib_info = hash of the MIB, which helps in detection of DoS attempts, e.g., cellBarred=barred; 
-	sib_info = list of {SIB number, hash of the SIB}, which helps in detection of DoS, fraud, and subscription identification attempts, e.g., ims-EmergencySupport=false, tampered SI-SchedulingInfo, and useFullResumeID=true;
NOTE 1:	The sib_info could contain at least SIB1 which the UE currently obtains to generate CGI_info. 
NOTE 2:	The mib_info and sib_info could contain their corresponding recorded time. 
NOTE 3:	The network can set the requesting frequency for CGI info, similar to the ANR frequency configuration. That is implementation specific. 
It is suggested to reuse the algorithm of SHA256 to calculate the hashes of MIB/SIBs. 
In addition to the information above which can be transmitted by UEs in CONNECTED mode, it is also possible to extend the logged measurements, currently discussed in TS 38.331 for Rel-16, to include the following information that can help in detecting false base stations:
-	reject_info = information about REJECTs that the UE had received earlier, which helps in detection of DoS attempts, e.g., presence of rogue REJECTs;
-	signal_info = information about signal as below, which helps in detection of DoS attempts, e.g., presence of erratic radio signals:
-	just power: signal is not associated with any normal pilots or reference signals.
-	power with just pilots: signal is associated with normal pilots or reference signals, but those signals do not provide any readable system information.
-	power with pilots and system info: signal is associated with normal pilots or reference signals and those signals provide system information, but the system information is wrong (e.g., inconsistent information, not possible to access the network according to the information). 
The UE should send the above information to the network only after a successful AS security mode command procedure.
The network should verify and compare the above information with what is expected, e.g., comparing hashes of MIB/SIBs for reported cells with those of genuine cells using the same hash algorithm used in the UE. 
To verify the hashes of MIB/SIBs reported by the UE in the MR, the gNB should store the hashes of all broadcasted MIB/SIBs of all cells that belong to the gNB and records the changed time when the MIB/SIBs are modified.
[bookmark: _Toc58311089][bookmark: _Toc59025546][bookmark: _Toc59026382]6.4.2.2	Verification of the MIB/SIBs Hashes
When the serving cell receives a MR/logged MR with hashes of neighbouring cell MIB/SIBs, the serving cell can report the MR/logged MR to OAM, then the OAM communicates with the corresponding neighbouring cells to do the MIB/SIBs hashes verification; the serving cells also can communicate with the OAM to get the corresponding neighbouring cell's MIB/SIBs hashes, and verify the reported MIB/SIBs hashes in local. The communication between OAM and cells are implementation specific.
If verification fails, e.g., the hashes do not match, the network may consider it as a factor to detect the presence of the false base station.
During handovers, the serving cell may use the above information, i.e., the MIB/SIBs hashes verification result, to decide whether or not to attempt handover of the UE to the reported neighbouring cell.
[bookmark: _Toc58311090][bookmark: _Toc59025547][bookmark: _Toc59026383]6.4.3	Evaluation
Editor's Note:	Impacts on UE power consumption is FFS.
Enriched measurement reports certainly help in enhancing the detection of false base stations. 
The Hash calculation requires UE consumption, but not too much, especially when compared with encryption algorithms and integrity protection algorithms (e.g. AES-CMAC).  SHA-256 is already supported in the 5G system, in the HRES* and HXRES* derivation algorithm in primary authentication procedure and SUCI profile. (TS 33.501, Annex A.5).
Besides, In order to reduce the consumption, the frequency of the Hash calculation is flexible and configurable. 
NOTE:	The definition of new information to be included in measurement reports is out of scope of the present document
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Algorithm MiB/Second (Cycles Per Byte
AES/GCM (2K tables) 102 17.2
AES/GCM (64K tables) 108 16.1
AES/CCM 61 28.6
AES/EAX 61 28.8
GMAC(AES) (2K tables) 417 4.2
GMAC(AES) (64K tables) (540 3.2
VMAC(AES)-64 1519 1.1
VMAC(AES)-128 779 22
HMAC(SHA-1) 147 11.9
Two-Track-MAC 105 16.6
CMAC(AES) 109 16.1
DMAC(AES) 109 16.0
CRC32 253 6.9
Adler32 920 19
MD5 255 6.8
SHA-1 153 114
SHA-256 111 15.8





