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1
Decision/action requested

Approve this CR
2
References
[1]
3GPP TS 33.853 v1.6.0 : " Key issues and potential solutions for integrity protection of the user plane"
3
Rationale

As part of getting TR33.853 ready for approval, editor's notes need resolving
4
Detailed proposal

*********************************   change 1 **************************************************
6.18.4
Solution evaluation


This solution will impact the service continuity when the UE is trying to handover bearers that require UP IP from ng-RAN with UP IP protection enabled to the eNB that doesn’t support UP IP, although employing the solution enables better service continuity when trying to handover bearers that require UP IP from ng-RAN to an eNB that does support UP IP. An advantage of this solution is it allows source RAN node of a handover to learn of the UP IP capabilities of target nodes without relying on pre-configuration. If the source node keeps track of the target node’s capabilities, then the source can decide to not try to hand bearers requiring UP IP to target nodes that are known not to support UP IP. This allows service to continue and provide minimal interruption. It will of course take one handover attempt to discover that a target node capability has changed.
The solution requires change on bNB and eNB. For the “hop by hop” variant mentioned in step 3, changes on AMF and MME are also needed.
*********************************   end of change 1  ********************************************

*********************************   change 2 **************************************************

6.19.3
Solution description

This solution supports UP IP at the PDCP layer using either E-UTRA PDCP or NR PDCP. 

For option 1 (eUTRA with EPC), the UP IP over E-UTRA PDCP is already specified in TS 33.401 [3] for the relay nodes. This solution reuses this feature to support UP IP at the E-UTRA PDCP layer.

NOTE: Option 1 can use either E-UTRA PDCP or NR PDCP as determined by the eNB.

For option 3 (eUTRA – NR Dual Connectivity or EN-DC), the network can either configure the UE with NR PDCP or E-UTRA PDCP for the MN terminated MCG bearers while NR PDCP is always configured for all other bearers, as specified in clause 4.2.2 of TS 37.340 [6] (as also shown in the figure below).

Note: It is FFS how the network configures the UE with NR PDCP or E-UTRA PDCP for MN terminated MCG bearers. 
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Figure 6.19.3-1: Radio Protocol Architecture for MCG, SCG and split bearers from a UE perspective in MR-DC with EPC (EN-DC)

In this solution, when E-UTRA PDCP is configured, the UP IP is activated at the E-UTRA PDCP layer and when NR PDCP is configured, UP IP is activated at the NR PDCP layer. The UP IP support at the E-UTRA PDCP layer is specified in TS 33.401 [3]. The UP IP support at the NR PDCP layer is specified in TS 33.501 [4].

*********************************   end of change 2  ********************************************

*********************************   change 3 **************************************************

6.20.3
Solution description

This solution is effectively a best effort solution in that it is left to the RAN nodes to apply UP IP to bearers based on their local configuration. The existing security capability IEs are used to signal the capability of the UE to support UP IP to the RAN nodes (via the MME) and the RAN nodes decide on whether to use UP IP for each bearer. Furthermore, this solution aims to enable the use of UP IP when connected to (part of) a core network that has not been upgraded.

Note: It is FFS whether an not-upgraded MME will copy bits (re)defined in R17 from NAS signalling (TS 24.301) in the UE network capability IE (section 9.9.3.34) or the UE additional security capability IE (section 9.9.3.53) into bits that are  “reserved for future use” in the TS 36.413 (S1-AP) UE Security Capabilities IE (9.2.1.40) or NR UE Security Capabilities IE (9.2.1.127). 
Note: It is FFS whether an not-upgraded eNB will copy bits (re)defined in R17  that were “reserved for future use” in the Rel 16 TS 36.413 (S1-AP) UE Security Capabilities IE (9.2.1.40) or NR UE Security Capabilities IE (9.2.1.127) into the corresponding information elements in X2-AP messages for handover and secondary node addition.
The solution does not prevent the use of UP IP security policy. If the RAN node has been upgraded to understand security policy and has received the security policy, then the RAN node uses the received security policy to decide on whether to activate UP IP, i.e. the local configuration is ignored when security policy has been received.

There is no special handling of X2 and S1 handovers needed as the target RAN node decides on whether to activate UP IP based on the UE’s capability, which is signalled in existing IE and its own local capabilities. Furthermore no special handling of nodes, in particular legacy eNBs, is required as the required information for the solution is signalled transparently through legacy nodes using existing IEs. The solution does not aim for consistent UP IP policy but allows the use of UP IP between UEs and RAN nodes that support UP IP. An operator can set a consistent local configuration for use of UP IP on RAN nodes that support UP IP, in the same way that eNBs can be configured with a consistent confidentiality policy.
The solution consists of the following aspects:

· Solution #13 is used to indicate the UE’s support of UP IP with EPS

· AS SMC and RRC Reconfiguration procedures are used to configure the use of UP IP per bearer as in 5G or EPS relay nodes

· MAC-I is added to the PDCP PDU as for relay nodes in LTE PDCP or as in NR PDCP.

6.20.4
Solution evaluation

Note:
This solution has not been evaluated.
*********************************   end of change 3  ********************************************

*********************************   change 4 **************************************************

6.21.3.2.2
Handling of legacy target ng-eNB
A legacy target ng-eNB node has not been upgraded to support UP IP and cannot activate UP IP for a radio bearer handovered from the source eNB. 

Note: If the UP IP policy is set to "required", it’s FFS how the source eNB identifies that the target ng-eNB is not supporting UP IP, 

6.21.4
Solution evaluation

Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to 5GC" and valid UP IP policy included in the Source to Target Transparent container at the target ng-eNB/gNB, is achieved by the core network including the stored "UE capability to support UP IP over E-UTRA when connected to 5GC" and the UP IP policy via the target AMF to the target ng-eNB/gNB. If the target ng-eNB/gNB becomes aware that there is a mismatch, then the target ng-eNB/gNB takes the "UE capability to support UP IP over E-UTRA when connected to 5GC" and the UP IP policy stored and received from the core network into use.
This solution seems to have unnecessary differences (e.g. lack of SMF interaction) to the existing signalling in Release 15 and Release 16 TS 23.502 (in clause 4.11.1.2.2.2) that already supports UP IP enforcement at handover from a gNB (or eNB/ng-eNB) to a gNB/ng-eNB because the UPIP policy is within the container sent from the SMF (transparently through the target AMF) to the target RAN node.

NOTE: 
The target gNB/ng-eNB receives the “required, preferred, not needed,…” value in the Security Indication IE (clause 9.3.1.27 of TS 38.413) which is sent within the PDU Session Resource Setup Request Transfer IE (clause 9.3.4.1 of TS 38.413) that is sent “transparent to the AMF” as a mandatory IE in the Handover Request message (clause 9.2.3.4
*********************************   end of change 4  ********************************************



