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********** END OF 1st CHANGE **********
********** START OF 2nd  CHANGE **********
4.2.2.5 
5G-GUTI allocation

4.2.2.5.1
5G-GUTI allocation

Requirement Name: 5G-GUTI allocation

Requirement Reference: TS 33.501 [2], clause 6.12.3 

Requirement Description: "A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security. The 5G-GUTI is defined in TS 23.003 [4].

Upon receiving Registration Request message of type "initial registration" or "mobility registration update" from a UE, the AMF shall send a new 5G-GUTI to the UE during the registration procedure.

Upon receiving Registration Request message of type "periodic registration update" from a UE, the AMF should send a new 5G-GUTI to the UE during the registration procedure.

Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF shall send a new 5G-GUTI to the UE. This new 5G-GUTI shall be sent before the current NAS signalling connection is released.

The AMF shall after paging the UE in CM-Idle with Suspend indicator send a new 5G-GUTI to the UE.
NOTE 1:
It is left to implementation to re-assign 5G-GUTI more frequently than in cases mentioned above.

NOTE 2:
It is left to implementation to generate 5G-GUTI containing 5G-TMSI that uniquely identifies the UE within the AMF."

as specified in TS 33.501 [2], clause 6.12.3.

Threat References: TR 33.926 [6], clause K.2.7.1, Failure to allocate new 5G-GUTI 

Test Case: 

Test Name: TC_5G_GUTI_ALLOCATION _AMF

Purpose:

Verify that a new 5G-GUTI is allocated by the AMF under test in these scenarios accordingly. 

Pre-Conditions:

For the following test case 1, 2, and 3, the following pre-conditions apply. 

Test environment with a UE. The UE may be simulated. 

Tester has access to the NAS signalling packets sent over N1 interface.

Tester has the knowledge of the UE’s security context used for protecting the Registration Request of type "mobility registration update" and Service Request, including the old 5G-GUTI, ngKSI, UE NR security capability, NAS security context. And the tester shall configure the UE’s security context on the AMF under test.

For the following test case 4, more pre-conditions are required. Both the UE and the AMF under test support UP CIoT 5GS Optimization. The UE has requested the use of UP CIoT 5GS Optimization during the registration procedure, and afterwards the UE has gone to CM Idle with Suspend Indicator.
Execution Steps

Test case 1: 

Upon receiving Registration Request message of type "initial registration" from a UE, the AMF sends a new 5G-GUTI to the UE during the registration procedure.
Test case 2:

Upon receiving Registration Request message of type "mobility registration update" from a UE, the AMF sends a new 5G-GUTI to the UE during the registration procedure.

Test case 3:
Upon receiving Service Request message sent by the UE in response to a Paging message, the AMF sends a new 5G-GUTI to the UE.

Test case 4:
The AMF under test is triggered to page the UE in CM Idle with Suspend Indicator. After paging the UE in CM-Idle with Suspend indicator, the AMF shall send a new 5G-GUTI to the UE.

NOTE X:
Test case 4 is only applicable to AMF supporting UP CIoT 5GS Optimization.

Expected Results:

For Test case 1, 2, 3, and 4, the tester retrieves a new 5G-GUTI by accessing the NAS signalling packets sent by the AMF under test over N1 interface during registration procedure.

For Test case 1, 2, 3 and 4, the NAS message encapsulating the new 5G-GUTI is confidentiality and integrity protected by the AMF under test using the NAS security context, which is same as the UE’s NAS security context.

The new 5G-GUTI is different from the old 5G-GUTI.

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.

********** END OF 2nd CHANGE **********
********** START OF 3rd   CHANGE **********
4.2.2.1.X
NAS based redirection from 5GS to EPS
Requirement Name: NAS based redirection from 5GS to EPS
Requirement Reference: TS 33.501 [xx], clause 6.16.4. 

Requirement Description: "When a UE initiates registration procedure with the AMF, the AMF may redirect the UE from 5GC to EPC by including a EMM cause indicating to the UE that it shall not use 5GC, as described in clause 5.31.3 in TS 23.501 [2]. The following requirements apply to Registration Reject message with an EMM cause which indicates to the UE that the UE shall not use 5GC: 

-
the AMF shall only send such a Registration Reject message once NAS security has been established between the AMF and the UE; and

" as specified in TS 33.501 [2], clause 6.16.4. "
Threat Reference:  TBD
Test Name: TC_AMF_REDIRCTION_5GS_EPS
Purpose:

Verify that AMF under test does not send a Registration Reject message containing an EMM cause indicating to the UE that the UE shall not use 5GC , if NAS security is not established. .

Pre-Conditions:

TBD
Execution Steps

TBD

Expected Results:

TBD
Expected format of evidence:

     TBD
********** END OF 3rd CHANGE **********
********** START OF 4th CHANGE **********
4.2.2.X
RRCRestablishment in Control Plane CIoT 5GS Optimization

Requirement Name: RRCRestablishment in Control Plane CIoT 5GS Optimization
Requirement Reference: TS 38.413 [yy], clause 8.3.8.2

Requirement Description: "Upon receiving the RAN CP RELOCATION INDICATION message, the AMF shall authenticate the request using the NAS-level security information received in the UL CP Security Information IE and if the authentication is successful initiate the Connection Establishment Indication procedure including NAS-level security information in the DL CP Security Information IE.

In case the AMF cannot authenticate the UE's request, the CONNECTION ESTABLISHMENT INDICATION message does not contain security information, and the NG-RAN node shall fail the RRC Re-establishment. 

In case of authentication failure, the NG-RAN node and the AMF should locally release the allocated NG resources, if any." as specified in TS 38.413 [yy], clause 8.3.8.2. 
Threat References: TR 33.926 [5], clause K.2.X.1 –Failed Verification of UE Identity during RRC Reestablishment Procedure for CP CIoT 5GS Optimization.

Test Case:

Test Name: TC_AMF_REEST_CP_CIOT
Purpose: To verify that the verification of RRC Reestablishment is applied correctly.
Pre-Condition: 

Test environment with UE and ng-eNB, which may be simulated. The UE is using Control Plane CIoT 5GS Optimization.
Execution Steps: 
A.
Test Case 1

1) The UE sends the RRC Connection Reestablishment Request message to the ng-eNB.
2) The ng-eNB sends RAN CP RELOCATION INDICATION message to the AMF.
B.
Test Case 2
1) The UE sends the RRC Connection Reestablishment Request message to the ng-eNB.
2) The ng-eNB sends RAN CP RELOCATION INDICATION message to the AMF. The ng-eNB modifies UL NAS MAC in UL CP Security Information
Expected Results:  

For test case 1, the AMF sends CONNECTION ESTABLISHMENT INDICATION to the ng-eNB, and DL CP Security Information is included.

For test case 2, the AMF sends CONNECTION ESTABLISHMENT INDICATION to the ng-eNB, and DL CP Security Information is not included.
Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
********** END OF CHANGE **********
