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1
Decision/action requested

Approve this CR
2
References
[1]
3GPP TS 33.853 v1.6.0 : " Key issues and potential solutions for integrity protection of the user plane"
3
Rationale

As part of getting TR33.853 ready for approval, editor's notes need resolving
4
Detailed proposal

6.2.3
Solution description

According to TS37.340 and TS38.413, The 5GC provides two UL TEID addresses during PDU Session Resource Setup, to be applied as the first UL tunnel on the NG-U interface and the additional NG-U tunnel in case the MN decides to split the PDU session. In this message, the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message, and the Integrity Protection Indication IE or Confidentiality Protection Indication IE is set to "required", then the NG-RAN node  performs user plane integrity protection or ciphering, respectively, for the concerned PDU session. If the NG-RAN node cannot perform the user plane integrity protection or ciphering, it  rejects the setup of the PDU session resources with an appropriate cause value.

Before MN decides to split the session or not, it already knows whether this PDU session needs integrity protection or not. If MN prioritize the security, it  makes decision based on the Security Indication IE as following:

- 
If the Security Indication IE is set to "required", MN never decides to split the PUD session, but load all the DRB to SgNB to achieve the integrity.

- 
If the Security Indication IE is set to "preferred", and security has higher priority in this MN, then MN never decides to split the PDU session, but load all the DRB to SgNB to achieve the integrity.

- 
If the Security Indication IE is set to "preferred", and security has lower priority in this MN, then MN may still decide to split the PUD session.

- 
If the Security Indication IE is set to "not needed", MN may decide to split the PUD session.

Note: This solution needs to be aligned with TS33.501[4].
6.2.4
Solution evaluation

Note: This solution has not been evaluated


