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1
Decision/action requested

This paper provides information on the needs to have SN-ID in NSSAA request.
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3
Rationale

3.0 Summary
When UE registers to two different PLMNs,
1) one of concurrent or subsequent NSSAA procedures will fail or cause errors at AAA-S. 

2) outcomes for the two independent NSSAA procedures can be different (i.e. one success, the other failure). This either causes one PLMN’s subsequent NSSAA requests rejected persistently or allows one PLMN to access slice services without AAA-S’s knowledge.    

3.1 Introduction

The current NSSAA procedure was designed for single registration. However, UE can be served by different PLMNs for 3GPP access and non-3GPP accesses, as illustrated in the figure below (for simplicity, AAA-P is ignored). The security issues related to Primary authentication in this scenario, e.g. security context and NAS security, have been addressed in clauses 6.3 and 6.4 in TS33.501. However, the same issues for NSSAA procedures are neglected. 

3.2 Failed Authentication
During initial registration, different AMFs in PLMNs (e.g. AMF1 in PLMN1 and AMF2 in PLMN2) will initiate separate NSSAA procedures. The current NSSAA procedure for PLMN1 is shown in the figure (in black). Without losing generality, let’s assume PLMN2’s registration comes later (parts of 2nd NSSAA messages are shown in red). 

Problems start when the AAA-S receives the red step 6 and then the NSSAAF receives red step 8. 
First, at the red step 6, the AAA-S will be confused with two set of EAP messages (the red step 6 and the black step 6 earlier) with the same EAP-ID, GPSI, and S-NSSAI. The AAA-S is only expecting ONE set of EAP messages for each (EAP ID, GPSI, S-NSSAI) tuple and will not keep two set of status. AAA-S will replace information delivered by the black message at step 6 and continue with EAP authentication using the red step 6. It should be notable this does not assume the AAA-S can not differentiate the two messages at step 6 (black and red). Differentiating these two messages does not help, since they deliver the same tupple (EAP ID, GPSI, S-NSSAI) to the AAA-S. 
Second, at the red step 8, the NSSAAF will not be able to forward the message to a correct AMF at step, since NSSAA is defined stateless and performs the routing based on the (EAP ID, GPSI, S-NSSAI) tuple, which is the same for the two NSSAA procedure. 
These two issues will happen to all those messages sent to AAA-S and received by NSSAAF sent from AAA-S. 
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3.3 Authentication status mismatch

For the sake of explanation, let’s assume AAA-S can complete the two NSSAA procedures for two PLMNs consecutively, e.g. they were performed at one after another. Since AAA-S keeps track only one NSSAA status for each (EAP ID, GPSI, S-NSSAI) tuple, it only stores one status, i.e. either success or failure. The following are 2 possible scenarios:   

1. First PLMN’s NSSAA is failed, second PLMN’s NSSAA is successful (assuming 2nd =AAA-S’s status)

2. First PLMN’s NSSAA is successful, second PLMN’s NSSAA is failed (assuming 2nd =AAA-S’s status)

In the first scenario, AAA-S thought slice access has already been granted (EAP successful). It will reject the subsequent NSSAA requests by the failed PLMN

In the second scenario, AAA-S thought slice access is not authorized. However the first PLMN can continue to access and use the slice services. 
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4
Detailed proposal

Proposal: It is proposed to add in “SN-ID” to NSSAA request that sent to AAA-S. This simple fix is included in the companion CR document S3-211602. 
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