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1
Decision/action requested

Request to endorse the recommendation to use MOBIKE in IAB
2
References

R3-211297
3
Rationale

RAN3 in the LS R3-211297 requested analysis and feedback on the issue of using MOBIKE in IAB topology adaptation in Rel-16. A brief analysis and recommendation is given below.
4
Detailed proposal

The LS states:

“During the discussion on Integrated Access and Backhaul Enhancements for NR WI, RAN3 agreed the Working Assumption that RFC4555 IKEv2 Mobility and Multihoming Protocol (MOBIKE) can be used to reduce the service interruption during Intra-Donor-CU Inter-Donor-DU topology adaptation. 

· When IPsec tunnel mode is used to protect the F1 traffic, the IAB-DU’s outer IP address is anchored in the Donor-DU. The IAB-DU’s inner IP address is used for the SCTP and F1 interface with IAB Donor CU. 

· For the migrating IAB node migrating to another cell under another Donor-DU, the IAB node will be assigned with a new outer IP address anchored in this other Donor-DU. 

· In Rel-16 topology adaptation, the IAB node will get a new inner IP address, and will use the new inner IP address to establish the SCTP association with IAB Donor. 

· If using MOBIKE, the IAB node can update the outer IP address, while reuse the previous inner IP address and the previously established SCTP association after topology adaptation. The service interruption during the topology adaptation can be reduced, e.g. avoid the establishment new SCTP association.

RAN3 would like to ask SA3 to provide feedback, e.g. any issue prevent using MOBIKE in Integrated Access and Backhaul system. “
Discussion: 

The topology adaptation scenario discussed in RAN3 LS is copied from TS  38.401 below, 
“8.2.3.1
Intra-CU topology adaptation procedure in SA

During the intra-CU topology adaptation in SA, both the source and the target parent node are served by the same IAB-donor-CU. The target parent node may use a different IAB-donor-DU than the source parent node. The source path may have common nodes with the target path. Figure 8.2.3.1-1 shows an example of the topology adaptation procedure, where the target parent node uses a different IAB-donor-DU than the one used by the source parent node.  
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Figure 8.2.3.1-1: IAB intra-CU topology adaptation procedure

“
The use of MOBIKE will be in step 12 above.

In Rel-16 (Without MOBIKE), Step 12 contains multiple sub-steps:
• 12a: IAB setup/update IPSec tunnel and get a new inner IP address. This is a 4-way handshake.
• 12b: IAB-DU use new inner IP address to setup new SCTP association with CU. This is a 4-way handshake.
• 12c: IAB-DU initiate F1 procedure to inform CU for the new SCTP association and migrate F1-C to new SCTP association. This is a 2-way handshake.
• 12d: CU initiate F1 IAB UP Configuration Update, to get IAB’s new inner IP address for DL F1-U, etc. This is a 2-way handshake.
• 12e: CU-CP inform CU-UP for IAB’s new inner IP address for DL F1-U. The UL/DL F1-U can be resumed over the target path. This is a 2-way handshake.
Step 12 has 14-way handshake in total. The main contribution is the 2 4-way handshake used in IPSec establishment and new SCTP establishment. 

By using MOBIKE, the IAB-DU can inform the security gateway (SEG) for using the new outer IP address and reusing the previously assigned inner IP address. Since the inner IP address can be reused, it avoids the SCTP establishment and no need to migrate the F1-C to the new SCTP association. With MOBIKE, Step 12 can be optimized with following sub-steps:

· 12a: IAB initiates MOBIKE procedure to update the outer IP address. The previous assigned inner IP address can be reused with the new outer IP address. This is a 2-way handshake. 
· 12b: this sub-step can be omitted. Since the inner IP address is unchanged, the previously established SCTP association can be used over the new outer IP address.

· 12c: IAB-DU initiates a F1AP procedure to inform CU that inner IP address is reused, and F1-C/U can be resumed via current SCTP association and F1-U tunnel. This is a 2-way handshake.
· 12d: this sub-step can be omitted. Since the inner IP address is unchanged, no change to DL F1-U tunnel. 

· 12e: CU-CP informs CU-UP to resume DL F1-U transmission. 2-way handshake. This is a 2-way handshake.
In a summary, Step 12 can be reduced to 6-way handshake by using MOBIKE. This is a major reduction to the service interruption. 

In general, MOBIKE allows a mobile node encrypting traffic through IKEv2 to change point of attachment while maintaining a Virtual Private Network (VPN) session. MOBIKE provides a secure mobility protocol that allows a remote-access worker to work uninterrupted in the mobile environments. MOBIKE allows the remote client to maintain connectivity to the enterprise intranet while changing points of attachment on the Internet, without reestablishing security associations (SAs). 
To ensure that mobility is transparent to upper layers, MOBIKE only changes the outside tunnel address of the IKE SA. This means when the IAB-DU’s outer IP address anchored in the Donor-DU is changed due to Donor-DU change, the IAB-DU’s inner IP address (used for the SCTP and F1 interface with IAB Donor CU) can remain same. So this seems to be a feasible solution to address the IAB node change. 

No security issues preventing MOBIKE usage are foreseen to address the IAB Donor change.

Recommendation: It is recommended to reply to RAN3, recommending usage of MOBIKE for toplology adaptation.

