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1
Decision/action requested

Conclusion on key issue #4.1 Protection of SQN during AKA re-synchronisations
2
References

[1]
3GPP TR 33.846 Study on authentication enhancements in 5G system
3
Rationale

This contribution proposes conclusion for Key Issue #4.1. 

· With this solution, SQNMS is shared in same format AUTS in registration request from USIM/UE to UDM and attacker can’t retreieve SQN by repeated RAND injection in authentication request.

· This solution can be adapted also in older generations (3G/4G).

4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.856.

   *** START of CHANGE ***   

7.4.X
Conclusion on key issue #4.1
For key issue #4.1 on protection of SQN during AKA re-synchronisations: 

Solution#4.5: AUTS SQNMS solution for 5GS can be chosen as basis for normative work.
 *** END of CHANGE ***
