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1
Decision/action requested

It is proposed to approve this pCR in TR 33.854.
2
References

3
Rationale

It is proposed to add a conclusion on Key Issue #1
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.854.









***
BEGIN OF CHANGES
***

7
Conclusions

7.1
Conclusion on KI #1

For key issue #1 on UAV authentication and authorization by USS/UTM (UUAA):

· For UUAA during Registration on 5GS:  solution #1, solution #3, solution#7, solution #10 are chosen as the basis for normative work, based on the following key common principles:

· The UAV provides a CAA-level UAV ID in the Registration request to access UAS services.

· The UUAA is triggered by AMF after a successful primary authentication of the UE with a valid Aerial subscription, that also provided the CAA-level UAV ID and after sending a Registration Accept message indicating a pending UUAA.

· The AMF forwards transparently the authentication messages between the UAV and USS/UTM via a UAS NF (aka UFES). 

· After a successful UUAA, the AMF receives from the USS/UTM via UAS NF, the Aviation authorization information and the AMF initiates a UCU procedure to provide the UAV with Aviation authorization information from USS/UTM. 

· For UUAA during PDU Session establishment: solution #5 is chosen as the basis for normative work, based on the following key principles:

· The UAV provides a CAA-level UAV ID in PDU Session establishment to request access to UAS services.

· The UUAA is triggered by SMF during PDU Session establishment for a UE requesting UAS services with a valid Aerial subscription, and that also provided the CAA-level UAV ID.

· The SMF forwards transparently the authentication messages between the UAV and USS/UTM via a UAS NF.

· After a successful UUAA, the SMF receives from the USS/UTM via UAS NF the Aviation authorization information.

· The SMF provides aviation authorization information to the UAV in a NAS SM message. 

· For UUAA when connected to EPS: solution #13 is chosen as the basis for normative work, based on the following key principles:

· The UAV provides a CAA-level UAV ID during Attach procedure (with default PDN Connection establishment).

· The UUAA is triggered by SMF+PGW-C during PDN Connection establishment for a UE requesting UAS services with a valid Aerial subscription, and that also provided the CAA-level UAV ID.

· The SMF+PGW-C forwards transparently the authentication messages between the UAV and USS/UTM via a UAS NF. 

· The SMF+PGW-C provides aviation authorization information to the UAV in a NAS SM message.

· For all the above types of UUAA procedures the following principles will apply: 
· Aviation authorization information is provided to UE by AMF or SMF or SMF+PGW-C and may include UAS security information (e.g., security identifier, key material) and non-security information. For example, a secure connection may be set up based on the security information received from USS/UTM.
· If a new CAA-level UAV ID is provided by USS/UTM, AMF or SMF or SMF+PGW-C provide the UE with the new CAA-level UAV ID along the aviation authorization information.

· The authentication method, authentication message content, and content of the security information from USS/UTM are out of 3GPP scope. 

· USS/UTM triggered revocation of authorization is received by the UAS-NF which notifies the appropriate anchor function in the core network (e.g., AMF or SMF or SMF+PGW-C). The anchor function performs the applicable procedures in response to the revocation notification (e.g., PDU Session release, DeRegistration) by indicating UUAA revocation to the UAV to revoke authorization (e.g., discard related authorization information). 

· The UAS NF ensures that the USS/UTM is authorized to initiate the revocation of authorization procedure by checking that the USS/UTM has been associated with the UAV during UUAA procedure as described in solution #16.
***
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