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1	Overall description
1. Overall Description:
SA3 thanks ETSI SAGE for their LS on choice of cryptographic algorithm in 256-bit Milenage in SAGE (21)01 / S3-211xxxx, and would like to provide the following responses to ETSI SAGE questions. 
· ETSI SAGE question_1: What is SA3's view on the potential security requirements R1-R8?
SA3 response_1: 
SA3 would like to have design of Milenage-256 with properties similar to TUAK and suitable for 6G. Consequently, SA3 consider that all requirements (R1-R8) should be satisfied. 
· ETSI SAGE question_2: What is SA3 preference on Options 1, 2, and 3? In particular, if SAGE should see a need to use Option 3 to meet expectations on security when basing the construction on AES-128-256, does Option 2 still rank as the least preferred.
SA3 response_2:
SA3 preferred option is Option 3 (AES-128-256 with Feistel-construction) since this option can meet all the requirements (R1-R8) to have Milenage-256 suitable to 6G. 
Options 1 and 2 are not selected by SA3. 
The main reason for not selecting Option 2 (Rijndael 256-256) is the possibility that hardware accelerator for Rijndael may never been manufactured. There is no guaranty that chip manufacturers would design and manufacture an HW accelerator for Rijndael that would be dedicated to Authentication and Key Agreement (AKA) purpose only, at least not in short/mid-term, especially during shortage of silicon as nowadays. Additionally, Option 2 would increase the chip silicon size since AES hardware accelerator will still be needed for other use cases.

· ETSI SAGE question_3: Please provide any additional information which may suggest that SAGE's view on side-channel protection mechanisms is incorrect, or confirm that SAGE's understanding is correct.
SA3 response_3: Globally SAGE’s understanding on side-channel protection is correct. The countermeasure cited as an example by SAGE more refers to software implementation, and to first-order side channel attacks. Hardware implementation may be different, because the subbytes operation might be implemented as the real composition of field inversion with affine transformation. Moreover, according to the state of the art, secure implementations might also be protected against fault attacks and high-order side channel threats, which may make the overhead brought by countermeasures more important.

2	Actions
To ETSI SAGE group 
ACTION: ETSI SAGE is kindly requested to take the above information into account 
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