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1
Decision/action requested

The intention of this discussion paper is 

1) to elaborate on the problem with currently defined key derivation in BEST for 5G, 

2) to present two types of high-level solutions for addressing the issue, and

3) to acquire feedback on how the issue should be addressed.
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Rationale

One of the major concerns regarding BEST_5G is the availability of CK/IK to derive further keys. To get the required End-to-Middle and End-to-End keys, changes to the currently in [1] specified key derivation are needed. Depending on the final architecture of BEST_5G the utilization of AKMA framework may be an appropriate option here.
This discussion paper aims to identify the potential implementations and kick off a discussion on the pros and cons of these.
3.1 
Problem statement
Clause 5.1.1 of TS 33.163 [1] states the HSE uses S6a to request the AVs for BEST.:

The HSE and UE shall derive the BEST UE-to-HSE keys and the Intermediate key which are derived from CK and IK.
In case that BEST would be used in an E-UTRAN network, then [4] explicitly states that CK/IK will NOT leave the HSS (clause 6.1.2 “For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS.”). Thus, the HSE won’t get CK/IK via Sa6. 
Also, the S6a (stage 3) specification [3] does not spell out any reference to BEST or its instances, such as HSE/EMSK. The only AVs that can be requested are, according to [3], either for an MME or for an SGSN. Although the BEST key hierarchy in [1] (clause 4.6.2) specifies that the derivation of KE2Menc, KE2Mint, KIntermediate needs CK/IK from the HSS, the S6a interface is not specified accordingly in [3] (stage 3).
Hence, the only option for the HSS to return an AV including CK/IK over S6a would be if the HSE/EMSK requests UTRAN AV to HSS, as shown below:
· [TS 29.272, ch. 7.3.11]
Requested-EUTRAN-Authentication-Info
· [TS 29.272, ch 7.3.18]
E-UTRAN-Vector:
	· { RAND }

· { XRES }

· { AUTN }

· { KASME }


· [TS 29.272, ch 7.3.12]
Requested-UTRAN- GERAN-Authentication-Info
· [TS 29.272, ch 7.3.19]
UTRAN-Vector:

	· { RAND }

· { XRES }

· { AUTN }

· { Confidentiality-Key }

· { Integrity-Key }


For a potential adaptation of BEST for the use in 5G networks, it needs to be noted that a 5G Authentication Vector as well doesn’t contain CK/IK as can be seen below:
· [TS 33.501]
5G Authentication Vector
	· { RAND }

· { AUTN }

· { HXRES* }

· { KSEAF }


Observation 1: 5G Authentication Vector doesn’t satisfy the requirements of BEST to derive further keys 
                          (KE2Menc, KE2Mint, KIntermediate) from CK/IK within the HSE.
3.2 
High-level solutions

One potential option to get the required End-to-Middle and End-to-End keys eventually, would be the utilization of the AKMA framework. Basically, the following two types of approach could be used for 5G_BEST with an AKMA-based key derivation:

1) 
(Enhanced) HSE with AAnF services.
2) 
HSE acts as AF, consuming services from AAnF
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	(Enhanced) HSE with AAnF services.
	HSE acts as AF, consuming services from AAnF


Observation 2: For 5G_BEST the key derivation issue could be solved by enhancing the HSE with AAnF capabilities, 
                          that entitle the HSE to act as AAnF.
Observation 3: For 5G_BEST the key derivation issue could be solved if the HSE consumes KAF from the AAnF.
Observation 4: Since KAKMA is more worth protecting than KAF, the security requirements for a combined 
                          HSE/AAnF will be stronger than for a HSE that consumes KAF.
4
Detailed proposal

As mentioned above, the intention of this discussion paper is:

· to elaborate on the problem with currently defined key derivation in BEST, 

· to provide two high-level solutions, and 
· to acquire a first round of feedback on the potential solutions within the context of utilizing AKMA.
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