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START OF CHANGE 1
4.2	BEST Framework Service Description
[bookmark: _Toc525034687]4.2.1	EPS Architecturearchitecture
Figure 4.2.1-1 shows the EPS architecture of the extended user plane protection service for the case where the UE’s PDN connection terminates at the P-GW. Figure 4.2.1-2 shows the architecture of the extended user plane protection service for the case where the UE’s PDN connection terminates at the SCEF.


Figure 4.2.1-1: The architecture of the extended user plane protection service (P-GW Terminated PDN Connection Option)



Figure 4.2.1-2: The architecture of the extended user plane protection service (SCEF Terminated PDN Connection Option)

In an EPS network, The the BEST service requires the following components:
-	Home Security Endpoint (HSE) – This is the termination point in the home network that performs the following functions:
-	Terminating the control plane for BEST between the UE and the HSE
-	Terminating the secure communication for BEST between the UE and the HSE and forwarding to and from the Data Network via the SGi  if UE-to-HSE security is selected.
-	Routing the user plane traffic for BEST between the UE and the Enterprise Application Server (EAS) via the SGi if UE-to-EAS security is selected.
-	Anchor for BEST Key agreement only service. Exposes an interface for EAS to obtain MNO provided pre-shared key.
-	End to Middle Key Server (EMKS) – This is an optional key server element that manages the key communication with the HSS (for quintets) and stores keys to reduce loading on the HSE and HSS. The EMKS has interfaces to the HSS (S6a) and the HSE (S6a).
The BEST service uses the following interfaces:
-	S6a between the HSS and the HSE
-	S6a between the HSS and EMKS
-	S6a between the EMKS and the HSE
-	BEST-C and BEST-U between the UE and the HSE
-	EAS-C and EAS-U between the HSE and the EAS.  Definition of this interface is out of scope.  Annex B describes a candidate interface based on Restful HTTP for the communication between the HSE and the EAS.
When the UE’s PDN connection terminates at the SCEF as shown in Figure 4.2.1-2:
· The HSE may be implemented as part of the SCEF.
· The EAS may be an SCS/AS and use a T8 interface to access exposed network capabilities as described in TS 23.682 [14].
-	EMSDP via the SCEF only supports non-IP PDU Type communication.
4.2.2 5GS architecture
Figure 4.2.2-1 shows the 5GS architecture of the extended user plane protection service.


Figure 4.2.2-1: The architecture of the extended user plane protection service
In a 5GS network, the BEST service requires the following components:
-	Home Security Endpoint (HSE) – This is the termination point in the home network that performs the following functions:
-	Terminating the control plane for BEST between the UE and the HSE
-	Terminating the secure communication for BEST between the UE and the HSE and forwarding to and from the Data Network via the N3 if UE-to-HSE security is selected.
-	Routing the user plane traffic for BEST between the UE and the Enterprise Application Server (EAS) via the N3 if UE-to-EAS security is selected.
-	Anchor for BEST Key agreement only service. Exposes an interface for EAS to obtain MNO provided pre-shared key.
The BEST service uses the following interfaces:
-	SBA between the UDM and the HSE
-	BEST-C and BEST-U between the UE and the HSE
-	EAS-C and EAS-U between the HSE and the EAS.  Definition of this interface is out of scope.  Annex B describes a candidate interface based on Restful HTTP for the communication between the HSE and the EAS.

END OF CHANGE 1


START OF CHANGE 2
[bookmark: _Toc525034689]4.3.1	Overview of BEST procedures
To use the BEST service, the UE shall setup a PDN connection (EPS) or PDU Session (5GS) to connect to the HSE.  The UE may either use a locally stored IP address to locate the HSE or use a "BEST APN" (EPS) or "BEST DNN" (5GS) where the traffic is directed by the PDN Gateway (EPS) or UPF (5GS) to the correct HSE for that UE.  Once a connection to the HSE exists, the UE may initiate the BEST service.  It is up to the UE as to when it establishes the PDN connection (EPS) or PDU session (5GS) that is used for BEST control plane and user plane messages.
The BEST service consists of 5 general processes between the UE and the HSE: session initiation and key agreement, key management, data transfer, session termination, and message rejection.  The details of the End to Middle Secure Data Protocol (EMSDP) used for the BEST control plane service and optionally for user plane security service, is detailed in clause 6.
When BEST user plane (UP) security services are used, UP data plane messages are between the UE and the HSE in UE to HSE security mode, and between the UE and the EAS in UE to EAS security mode.

Figure 4.3.1-1: Generalised BEST service flow
[bookmark: _Toc525034702]END OF CHANGE 2


START OF CHANGE 3
[bookmark: _Toc525034704]4.6.1.1	Key setup messaging between HSE and UE
New keys are agreed either at the start of a BEST session or as required due to key aging or counter thresholds being met.  Key agreement is based on the 3GPP AKA mechanism detailed in TS 33.102 [3] and the AKA challenge is transported between the HSE and the UE as part of the BEST service detailed in clause X4.3.2. The key hierarchy is shown in clause 4.6.2.2.
The EMDSP protocol has 7 Key IDs for each session ID.  Each Key ID has a separate keyset consisting of an integrity Key (KE2Mint), an encryption key (KE2Menc), optionally an Intermediate Key (KIntermediate) and optionally an EAS PSK (KEAS_PSK). The Key IDs shall be set during the derivations of the keys as specified in clause 5.1.
The Intermediate Key (KIntermediate) is used together with a separate enterprise server identifier (EAS Id) to calculate the EAS PSK (KEAS_PSK).  There can be many KEAS_PSK derived from one KIntermediate.
The EAS PSK (KEAS_PSK) is used together with the Enterprise Key to calculate KE2Eint and KE2Eenc when BEST User plane security services are used in UE-to-EAS mode.
Figure 4.6.1.1-1 shows the generic key agreement process for EPS networks:

With EMKS
Without EMKS
UE
HSE
1. EMSDP Session Request
EMKS
HSS
2. Keys required?
3. Authentication-Information-Request
4. Authentication-Information-Answer
d. Authentication-Information-Answer
c. Authentication-Information-Answer (to deliver authentication vectors – if required)
a. Authentication-Information-Request
b. Authentication-Information-Request (to request authentication vectors - if required)
Authentication vectors needed?
8. EMSDP Session Start
5. Calculate HSE Keys
EAS
6. EAS Session Request
7. EAS Session Start
12. Calculate E2E Keys
9. EMSDP Session Start Confirmation (conditional).
11. Calculate UE Keys
10. EAS Session Start Confirmation

Figure 4.6.1.1-1: Generic BEST key agreement process for EPS networks
The Key agreement steps are:
1.	EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt), location ID). The UE shall send the EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt) to set up a new BEST session. 
2.	Keys required? - the HSE shall check to see if there are valid keys with valid counter values available in the HSE for that UE then the following is checked:
-	If the HSE has a valid set of keys for the indicated session and the UE ID is valid for that session then the HSE may start the BEST session without re-negotiating the keys (step 8). 
-	If the UE ID is valid for that HSE and the HSE does not have a valid set of keys for the indicated session or the HSE wishes to update the keys, then it shall first renegotiate the keys (steps 2 to 7) and then start the BEST session (step 8).
-	If the UE ID is not valid for that session ID or the UE does not support the level of service required by the HSE or the enterprise information is not valid for the HSE, then the HSE may reject the command.
3. Authentication-Information-Request over S6a interface – The HSE shall use the S6a interface to the HSS to request one or more authentication vectors using the UE IMSI.  
4. Authentication-Information-Answer over S6a interface – The HSS uses the S6a interface to the HSE to return the requested authentication vectors.   
a. Authentication-Information-Request over the S6a interface between HSE and EMKS – Where an EMKS is used, the HSE shall use the S6a interface to the EMKS to request an authentication vector using the UE IMSI.  
b. Authentication-Information-Request over the S6a interface between EMKS and HSE – The EMKS shall use the S6a interface to the HSS to request one or more authentication vectors using the UE IMSI.  
c. Authentication-Information-Answer over the S6a interface between EMKS and HSE – The HSS shall use the S6a interface to the EMKS to return the requested authentication vectors.  These vectors may be stored on the EMKS for later use.  
d. Authentication-Information-Answer over the S6a interface between HSE and EMKS – The EMKS uses the S6a interface to the HSE to return the requested authentication vector.
5. Calculate UE-to-HSE Keys -  See key derivation details in clause 5.
6. The HSE may optionally send  "EAS Session Request" to the EAS– In case BEST UP service is used in UE-to-EAS mode, the HSE shall use the HSE interface to the EAS to inform the EAS of the new UE-to-EAS session request and shall forward the  EAS PSK (KEAS_PSK)  to the EAS.  In case the BEST key agreement service is used, the HSE shall forward to the EAS, the EAS PSK (KEAS_PSK) and the key identifier for the Intermediate Pre Shared Key (KIntermediate).
7. The Enterprise Server sends a "EAS Session Start" to the HSE – The Enterprise Server shall respond by sending the "UE-to-EAS Session Start" message. In case BEST UP service is used, this message may contain an EAS container that includes an identifier for the Enterprise Key.
8. EMSDP Session Start message -  The HSE shall send a EMSDP Session Start (Key Agreement, Session Parameters, Request Validation, HSE ID(opt) , EAS container (opt)).
9. EMSDP Session Start Confirmation - UE optionally, if requested in the Session Start Confirmation, responds with an EMSDP Session Start Confirmation message.
10.  EAS Session Start Confirmation - The HSE may optionally send EAS Session Start Confirmation.
11. Calculate UE Keys – See key derivation details in clause 5.   
12. Calculate UE-to-EAS Keys – In case of the UE-to-EAS BEST UP service, the Enterprise server generates UE-to-EAS keys as per the key derivation details in clause 5.
Figure 4.6.1.1-2 shows the generic key agreement process for 5GS networks:


Figure 4.6.1.1-2: Generic BEST key agreement process for 5GS networks
The Key agreement steps are:
1.	EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt), location ID). The UE shall send the EMSDP Session Request (UE ID, BEST capabilities, Enterprise information (opt) to set up a new BEST session. 
2.	Keys required? - the HSE shall check to see if there are valid keys with valid counter values available in the HSE for that UE then the following is checked:
-	If the HSE has a valid set of keys for the indicated session and the UE ID is valid for that session then the HSE may start the BEST session without re-negotiating the keys (step 8). 
-	If the UE ID is valid for that HSE and the HSE does not have a valid set of keys for the indicated session or the HSE wishes to update the keys, then it shall first renegotiate the keys (steps 2 to 7) and then start the BEST session (step 8).
-	If the UE ID is not valid for that session ID or the UE does not support the level of service required by the HSE or the enterprise information is not valid for the HSE, then the HSE may reject the command.
3.	Nudm_UEAuthentication_Get Request over SBA interface – The HSE shall use the SBA interface to the UDM/ARPF to request one or more authentication vectors using the UE SUCI.  
4.	Nudm_UEAuthentication_Get Response over SBA interface – The UDM/ARPF uses the SBA interface to the HSE to return the requested authentication vectors.   
5.	Calculate UE-to-HSE Keys -  See key derivation details in clause 5.
6.	The HSE may optionally send  "EAS Session Request" to the EAS– In case BEST UP service is used in UE-to-EAS mode, the HSE shall use the HSE interface to the EAS to inform the EAS of the new UE-to-EAS session request and shall forward the  EAS PSK (KEAS_PSK)  to the EAS.  In case the BEST key agreement service is used, the HSE shall forward to the EAS, the EAS PSK (KEAS_PSK) and the key identifier for the Intermediate Pre Shared Key (KIntermediate).
7.	The Enterprise Server sends a "EAS Session Start" to the HSE – The Enterprise Server shall respond by sending the "UE-to-EAS Session Start" message. In case BEST UP service is used, this message may contain an EAS container that includes an identifier for the Enterprise Key.
8.	EMSDP Session Start message -  The HSE shall send a EMSDP Session Start (Key Agreement, Session Parameters, Request Validation, HSE ID (opt), EAS container (opt)).
9.	EMSDP Session Start Confirmation - UE optionally, if requested in the Session Start Confirmation, responds with an EMSDP Session Start Confirmation message.
10.	EAS Session Start Confirmation - The HSE may optionally send EAS Session Start Confirmation.
11.	Calculate UE Keys – See key derivation details in clause 5.   
12.	Calculate UE-to-EAS Keys – In case of the UE-to-EAS BEST UP service, the Enterprise server generates UE-to-EAS keys as per the key derivation details in clause 5.

END OF CHANGE 3


START OF CHANGE 4
[bookmark: _Toc525034710]4.6.2.2	BEST Key Hierarchy for Separate BEST Domain
For EPS networks the BEST key hierarchy is as depicted in Figure 4.6.2.2-1.


Figure 4.6.2.2-1: BEST Key Hierarchy for EPS networks
For 5GS networks the BEST key hierarchy is as depicted in Figure 4.6.2.2-2.
Editor's note: this derivation assumes that CK and IK are retrieved from the HSS (based on retrieval of UTRAN authentication vectors); a solution is needed to derive BEST keys based on E-UTRAN and 5GS authentication vectors (i.e. without CK and IK).


Figure 4.6.2.2-2: BEST Key Hierarchy for 5GS networks
The KIntermediate, KEAS_PSK and all of the keys derived from them are generated when indicated to do so in the BEST CP messaging.

END OF CHANGE 4

START OF CHANGE 5
[bookmark: _Toc525034714]5.1.1	Derivation of UE-to-HSE keys and Intermediate Key
The HSE and UE shall derive the BEST UE-to-HSE keys and the Intermediate key which are derived from CK and IK. The following input string shall be used when the UE and the HSE derive the BEST UE-to-HSE user plane service keys KE2Menc and/or KE2Mint or the Intermediate BEST key for usage in further key derivations for the UE-to-EAS user plane services or the key agreement services:
-	FC = 0x60,
-	P0 = HSE id if supplied else NULL,
-	L0 = length of HSE id (i.e. 0x00 0x03 if HSE id supplied or 0x00 0x00 if not),
-	P1 = SQN  AK
-	L1 = length of SQN  AK (i.e. 0x00 0x06) 
-	P2 = algorithm type distinguisher
-	L2 = length of algorithm type distinguisher (i.e. 0x00 0x01)
Table 5.1.1-1: Algorithm type distinguishers
	Algorithm type distinguisher
	Value

	BEST encryption key (KE2Menc)
	0x01

	BEST integrity Key (KE2Mint)
	0x02

	BEST Intermediate Key (KIntermediate)
	0x03



The input key shall be equal to the concatenation CK || IK of CK and IK.
Editor's note: this derivation assumes that CK and IK are retrieved from the HSS (based on retrieval of UTRAN authentication vectors); a solution is needed to derive BEST keys based on E-UTRAN and 5GS authentication vectors (i.e. without CK and IK).
The Intermediate Key ID shall be set equal to SQN  AK.
END OF CHANGE 5
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