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1 Decision/action requested 

This contribution proposes updates for solution #5 in TR 33.857
2 References
3 Rational
The contribution proposes to address EN “It needs to be clarified how the UE knows that the K_AUSF is derived from the MSK instead of the EMSK.”
Currently, there are 4 scenarios that UE may use EAP method and derive Kausf as below:

1. Additional EAP method for primary authentication as depicted in Annex B in TS 33.501, credential is maintained on the UE and the AUSF, the UE and the AUSF derive Kausf using EMSK.
2. EAP-TTLS for external authentication as depicted in solution 3 in this study, credential is maintained on the UE and the AUSF, the UE and the AUSF derive Kausf using EMSK.
3. EAP method for external authentication as depicted in solution 1 or 5 in this study, credential is maintained on the UE and the AAA, the UE and the AUSF derives Kausf using MSK.
4. EAP method for onboarding authentication for SNPN as depicted in solution 10 in this study, credential is maintained on the UE and the DCS, the UE and the AUSF derives Kausf using MSK
The UE may support to derive Kausf using MSK or EMSK based on the scenarios above.

Since the AUSF is prior to know when to use MSK or EMSK to derive Kausf (even the UE uses an external ID, the AUSF may ask the UE to derive Kausf based on EMSK in case 2), in order to provide more flexibility, it is proposed to that the AUSF to indicate the UE to derive Kausf using EMSK or MSK.
4 Detailed proposal
*************** Start of 1st Change ****************
6.5
Solution #5: Network Access Authentication with Credentials owned by an AAA external to the SNPN

6.5.1
Introduction

This solution addresses key issue #1, especially for SNPN + non-PLMN scenario depicted in figure 5.1.1-2.
The specific architecture is shown in figure 6.5.1-1 from TR 23.700-07 [3].

Figure 6.5.1-1: Architecture for Network Access Authentication with Credentials owned by an AAA external to the SNPN
The solution assumes that: 

· The 3rd party provides AAA, and the UE credentials are stored in the AAA.
· Primary Authentication Function (PAF) is introduced in SNPN for translation of SBI protocol and AAA protocol. The function can be collocated with NSSAAF, or AUSF.

The UE provides SUCI to the SNPN, and the AUSF retrieves UE’s credentials from the AAA according to SUCI and trigger EAP based authentication. In this solution, AAA performs role of authentication server.

6.5.2
Solution details

Figure 6.5.2-1: Network Access Authentication

1. 
The UE sends the Registration Request message to the SEAF, containing UE ID. 

2.
The SEAF sends Nausf_UEAuthentication_Authenticate Request message to AUSF. The message includes the UE ID.

3.
The AUSF invokes external primary authentication service provided by PAF. The AUSF sends SBI message containing AAA address and EAP trigger (e.g. EAP-TLS start) message. The AUSF derives AAA address according to UE ID.
4.
The PAF finds AAA according to AAA address, translates SBI message to AAA protocol, and sends the EAP trigger message to the AAA. The EAP trigger message can be EAP-start message to trigger AAA for EAP authentication.

5.
The AAA triggers EAP authentication based on EAP trigger message, and plays as authentication server role. PAF, AUSF, and SEAF transparent the EAP messages exchanged between UE and AAA. 

6.
If the authentication successes, the AAA derives MSK and EMSK, the AAA sends EAP success message and MSK with AAA protocol to the PAF.

7.
The PAF sends EAP success message and MSK via SBI to the AUSF.
8.
The AUSF derives KAUSF according to MSK.
9.
The AUSF calculates KSEAF from KAUSF. 

10.
The AUSF sends the Nausf_UEAuthentication_Authenticate message to the SEAF, the message includes EAP success message together with the derived KSEAF, and an indicator that MSK has been used to derive KAUSF.

11.
The SEAF sends Authentication Request message to the UE, the authentication procedure is finished. The message includes EAP success message, ngKSI and ABBA parameter. The SEAF derives the KAMF according the KSEAF. The ABBA parameter shall be set to ‘1’ if the SEAF receives the indicator that MSK has been used to derive KAUSF.
12.
Upon receiving the EAP-Success message, the UE derives MSK and EMSK and uses the MSK to derive the KAUSF if the ABBA parameter is set to ‘1’, and then derives KSEAF according to KAUSF. The UE derives the KAMF from the KSEAF. The KAMF will be used to enable NAS and AS security.

Editor’s Note: It needs to be clarified whether and how SUPI concealment can be used.


Editor’s Note: As EMSK is not available to the NAS layer of the UE, which layer of the UE (i.e., EAP layer or the NAS layer) derives the Kausf  and how it is achieved is FFS.
6.5.3
System impact

TBA.

6.5.4
Evaluation

TBA.
*************** End of 1st Change ****************
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