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1
Decision/action requested

This pCR proposes a requirement to Key Issue to TR 33.866 for detection of anomalous NF behaviour
2
References

[1]
3GPP SID TR 33.846 for eNA
3
Rationale

Adding an additional requirement to KI on Anomalous NF behaviour detection by NWDAF.
Analytics function should be enabled to correlate UE data and NF data for better root cause analysis and detection of erroneous NFs. Which entity is doing the final decision is out of scope, this is operator specific. By this requirement, it is only assured that specific data is collected and reported to an analytics function. Which AI/ML is used is implementation specific. In reference to the comment made in SA3#101-e, a NOTE is added to the respective requirement.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866.
************* START OF CHANGES
5.2.X
Key Issue #X: Anomalous NF behaviour detection by NWDAF
5.2.X.1
Key issue details

TBD
5.2.X.2
Security threats

TBD
5.2.X.3
Potential security requirements

It should be possible for the network to detect anomalous NFs using the data collected from UE and NFs.

NOTE: By this requirement it is only assured that specific data can be collected by and/or reported to an analytics function. Which AI/ML is used to correlate, this is implementation specific and out of scope in 3GPP.
************* END OF CHANGES

