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1	Decision/action requested
It is proposed to add the following high-level conclusions for Key Issue #1 (Credentials owned by an external entity).
2	References
[1]	3GPP TR 33.857: "Study on enhanced security support for Non-Public Networks"
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G System"

3	Rationale
The rationale is provided in the companion contribution S3-210340.
4	Detailed proposal

******BEGIN CHANGES*****
[bookmark: _Toc56501637][bookmark: _Toc49376123][bookmark: _Toc48930874][bookmark: _Toc513475456]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
7.1		Conclusions to Key Issue #1 "Credentials owned by an external entity"
The primary authentication procedure in TS 33.501 [2] is re-used, with the following changes: the AUSF does not perform the authentication itself but relays the authentication procedure between the external entity and the UE. A new interface is introduced between the AUSF and the external entity, via an intermediate function that provides AAA interworking, as proposed in solutions #1, #2, #5 and #7. The new interface via the intermediate function is used for sending both EAP-messages and other data, e.g. keys.
A solution for the support of a legacy AAA server that supports any key-generating EAP-method will be specified during normative work. The MSK will be used as the root key for 5G key hierarchy as described in solutions #1, #5 and #7. A deployment recommendation needs to be included in the specifications: it is strongly recommended that the same credentials that are used for authentication towards a 5G SNPN are not used for authentication towards a non-5G network. 
******END OF CHANGES*****

