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1	Decision/action requested
This contribution clarifies generic assets and threats for GVNP of type 2 and type 3.
2	Rationale
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]According to the updated three types of virtualised network product classes in 1. S3-xxxx, this contribution proposes to modify the generic assets and threats for GVNP of type 2 and type 3 to make it clear. The related editor’s notes are also proposed to delete. 
In addition, some editorial errors are peoposed to change.
 
3	Detailed proposal
****************** Start of the first change ******************
[bookmark: _Toc57022428]5.2.4.3	Generic assets and threats for GVNP of type 2
[bookmark: _Toc57018765][bookmark: _Toc57022429]5.2.4.3.1	Generic assets for GVNP of type 2
In addition to the critical assets for GVNP of type 1 described in clause 5.2.4.2.1, GVNP of type 2 also has the following critical assets:
-	Interface between virtualisation layer and hardware, for creating an execution environment of VNFs, and collecting relevant hardware resource state information for managing the VNFs without being dependent on any hardware platform;
-	Interface between virtualisation layer and Virtualised Infrastructure Manager (VIM), for resource management.
Moreover, for interface between VNF and virtualisation layer, compared to GVNP of type 1, it is an internal interface and does not beonly considered when VNF is decoupled from virtualisation layer.
[bookmark: _Toc57018766][bookmark: _Toc57022430]5.2.4.3.2	Generic threats for GVNP of type 2
[bookmark: _Toc57018767][bookmark: _Toc57022431]5.2.4.3.2.1	Introduction
Compared to GVNP of type 1, GVNP of type 2 has virtualisation layer besides 3GPP VNF. So the generic threats of GVNP for type 1 in clause 5.2.4.2.2 can be basically applied to GVNP for type 2. The following clauses will describe the critical threats for GVNP of type 2.
[bookmark: _Toc57018768][bookmark: _Toc57022432]5.2.4.3.2.2	Threats relating to 3GPP-defined interfaces
Threats from clause 5.2.4.2.2.2 also apply to GVNP of type 2.
[bookmark: _Toc57018769][bookmark: _Toc57022433]5.2.4.3.2.3	Threats relating to ETSI-defined interfaces
Since the 3GPP VNF is included in GVNP of type 2, the threats on the interface between 3GPP VNF and VNFM in clause 5.2.4.2.2.3 apply to GVNP of type 2. In addition to threats described in clause 5.2.4.2.2.3, GVNP of type 2 also has following threats relating to ETSI-defined interfaces [11]:
-	The threats on interface between virtualisation layer and hardware: an attacker can utilize the vulnerabilities of hardware (e.g. Meltdown and Spectre of CPU in host) to attack virtualisation layer and/or VNFs through this interface, resulting in information disclosure or DoS etc. 
-	The threats on interface between virtualisation layer and VIM: an attacker can tamper the specific assignment of virtualised resources to cause resource assignment errors or an attacker can intercept virtualised resources state information leading to information disclosure. 
-	The threats on interface between virtualisation layer and VNF: an attacker can utilize a vulnerability to compromise Virtualisation layer through a malicious VNF. 
NOTE:	The threats on the interface between 3GPP VNF and virtualisation layer only apply when VNF is decoupled from virtualisation layer.
Editor's note: More threats described in TR 33.848[9] or/and ETSI specifications are to be added if identified as related to the above two interfaces. 

****************** End of the first change ******************

****************** Start of the second change ******************
[bookmark: _Toc57018774][bookmark: _Toc57022438]5.2.4.3.2.8	Denial of Service
The threat in all clauses of clause 5.3.7 for TR 33.926 [3] also applies to GVNP of type 2.
In addition, all text from clause 5.2.4.2.2.8 also applies to GVNP of type 2 in decoupling scenario. Moreover, as As GVNP type 2 contains the Virtualisation layer in addition to GVNP type 1, in addition to considering the threats from a compromised VNFM described in clause 5.2.4.2.2.8, the Virtualisation layer of GVNP type 2 could face the threats coming from the VIM which manages it via NFVI-VIM interface. The detailed threat description is as follows:
-	Threat name: changing virtualisation resource via a compromised VIM or unprotected NFVI-VIM interface 
-	Threat Category: DoS
-	Threat Description: A VIM which manages the Virtualisation layer is responsible for assigning virtualised resource as requested. If the VIM is compromised or the NFVI-VIM interface is not securely protected, an attacker who compromised the VIM or breached the NFVI-VIM interface can change the virtualised resource used by a GVNP by manipulating the allocation of virtualised resource. For example, when an instantiated VNF is running, attackers having access to a compromised VIM or attackers breaching the insecure NFVI-VIM interface can misguide the Virtualisation layer to reduce the resource of or delete a VM on which a VNFCI is running. This can result in the reliability, availability or even illegal termination of a GVNP and hence the denial of service. 
-	Threatened Asset: GVNP applications, NFVI-VIM interface, sufficient processing capacity
Editor's Note: The threat analysis may be revisited when the assumption for Type 2 is finalized.
Editor's Note: Additional threats are FFS.
****************** End of the second change ******************
[bookmark: _Toc57018779][bookmark: _Toc57022443]
****************** Start of the third change ******************
5.2.4.4.2	Generic threats for GVNP of type 3
[bookmark: _Toc57018780][bookmark: _Toc57022444]5.2.4.4.2.1	Introduction
Compared to GVNP of type 2, GVNP of type 3 has hardware besides virtualisation layer. So the generic threats of GVNP for type 2 in clause 5.2.4.3.2.1 can be basically applied to GVNP for type 3. The following clauses will describe the critical threats for GVNP of type 3.
[bookmark: _Toc57018781][bookmark: _Toc57022445]5.2.4.4.2.2	Threats relating to 3GPP-defined interfaces
All texts from clause 5.2.4.32.2.2 also apply to GVNP of type 3.
[bookmark: _Toc57018782][bookmark: _Toc57022446]5.2.4.4.2.3	Threats relating to ETSI-defined interfaces
Since the 3GPP VNF and the virtualised layer is included in GVNP of type 3, the threats on the interfaces between 3GPP VNF and VNFM, between the virtualised layer and the VIM that described in clause 5.2.4.2.2.3 and clause 5.2.4.3.2.3 apply to GVNP of type 3 respectively. In addition to threats described in clause 5.2.4.3.2.3, the hardware resource configuration and state information are sent to VIM through the internal VI-Ha interface and the Nf-Vi. GVNP of type 3 also has following threats relating to the Nf-Vi interface defined by ETSI-defined interfaces [11]:
-	Threats on interface between hardware and Virtualised Infrastructure Manager (VIM) (ref. Nf-Vi): an attacker can compromise VIM to tamper with the hardware resource configurationstate information (e.g. deleting hardware alarm information) to affect the hardware’s operationan attacker can intercept hardware state information or to result in information disclosure (e.g. an attacker can get the hardware configuration from the compromised VIM. Then, the attacker can attack the hardware according to the configuration such as CPU type, memory size etc.). An attacker can also tamper or intercept the hardware resource configuration and state information if the configuration and state information are transmitted using an insecure protocol on the NFVI-VIM interface. 
-	Threats on interface between hardware and virtualisation layer: an attacker can utilize a compromised virtualisation layer to attack hardware, e.g. utilize a vulnerability (e.g. Spectre) to get sensitive data.
NOTE:	Threats on the interface between virtualisation layer and hardware only apply when virtualisation layer is decoupled from hardware.
Editor's note: More threats described in TR 33.848[9] or/and ETSI specifications are to be added if identified as related to the above two interfaces.
[bookmark: _Toc57018783][bookmark: _Toc57022447]5.2.4.4.2.4	Spoofing identity
5.2.4.4.2.4.1	Default Accounts
The threat in clause 5.3.3.1 of TR 33.926 [3] also applies to GVNP of type 3. In addition to using default account to access GVNP, an attacker can also utilize default account to access VNF of GVNP of type 3 through VNC (Virtual Network Console). 
5.2.4.4.2.4.2	Weak Password Policies
The threat in clause 5.3.3.2 of TR 33.926 [3] also applies to GVNP of type 3. In addition to using weak password to access GVNP, an attacker can also utilize weak password to access VNF of GVNP of type 3 through VNC (Virtual Network Console).
5.2.4.4.2.4.3	Password peek
The threat in clause 5.3.3.3 of TR 33.926 [3] also applies to GVNP of type 3. In addition to using peeked password to access GVNP, an attacker can also utilize peeked password to access VNF of GVNP of type 3 through VNC (Virtual Network Console).
5.2.4.4.2.4.4	Direct Root Access
The threat in clause 5.3.3.4 of TR 33.926 [3] also applies to GVNP of type 3.
5.2.4.4.2.4.5	IP Spoofing
All texts from TR 33.926 [3] in , clause 5.3.3.5 also apply to GVNP of type 3. The objectives of unauthorized access include VNF and virtualisation layer in addition to the hardware host.
5.2.4.4.2.4.6	Malware
The threat in clause 5.3.3.6 of TR 33.926 [3] also applies to GVNP of type 3.
5.2.4.4.2.4.7	Eavesdropping
The threat in clause 5.3.3.7 of TR 33.926 [3] also applies to GVNP of type 3.
[bookmark: _Toc57018784][bookmark: _Toc57022448]5.2.4.4.2.5	Tampering
5.2.4.4.2.5.1	Software Tampering
The threat in clause 5.2.4.2.2.5.1 of the present document for GVNP of type 1 also applies to GVNP of type 3.
5.2.4.4.2.5.2	Ownership File Misuse
The threat in clause 5.3.4.2 of TR 33.926 [3] also applies to GVNP of type 3.
5.2.4.4.2.5.3	Boot tampering for GVNP of type 3
All texts in clause 5.2.4.3.2.5.3 also apply to GVNP of type 3.
5.2.4.4.2.5.4	Log Tampering
The threat in clause 5.3.4.4 of TR 33.926 [3] also applies to GVNP of type3.
5.2.4.4.2.4.5	OAM traffic Tampering
The threat in clause 5.3.4.5 of TR 33.926 [3] also applies to GVNP of type 3.
5.2.4.4.2.4.6	File Write Permissions Abuse
The threat in clause 5.3.4.6 of TR 33.926 [3] also applies to GVNP of type 3.
5.2.4.4.2.4.7	User Session Tampering
The threat in clause 5.3.4.7 of TR 33.926 [3] also applies to GVNP of type3.
[bookmark: _Toc57018785][bookmark: _Toc57022449]5.2.4.4.2.6	Repudiation
5.2.4.4.2.6.1	Lack of User Activity Trace
The threat in clause 5.3.5.1 of TR 33.926 [3] also applies to GVNP of type 3.
[bookmark: _Toc57018786][bookmark: _Toc57022450]5.2.4.4.2.7	Information disclosure
The threat in all clauses of clause 5.2.4.2.2.7 also applies to GVNP of type 3.
[bookmark: _Toc57018787][bookmark: _Toc57022451]5.2.4.4.2.8	Denial of Service
All texts from clause 5.3.7 of TR 33.926 [3]5.2.4.3.2.8 also apply to GVNP of type 3. 
Furthermore, as GVNP type 3 contains the hardware layer in addition to GVNP type 2, except considering the threats from a compromised VNFM and NFVI-VIM (Nf-Vi) interface described in clause 5.2.4.2.2.8 and 5.2.4.3.2.8 respectively, the hardware layer of GVNP type 3 could face the threats coming from the VIM which manages it via NFVI-VIM interface. The detailed threat description is as follows: 
-	Threat name: changing hardware configuration via a compromised VIM or unprotected NFVI-VIM interface
-	Threat Category: DoS
-	Threat Description: Hardware resource configuration and state information (e.g. events) exchange is performed through NFVI-VIM interface. A VIM which manages the hardware layer is responsible for configuring hardware resource and exchanging state information. If the VIM is compromised or the NFVI-VIM interface is not securely protected, an attacker who compromised the VIM or breached the NFVI-VIM interface can tamper the hardware configuration and state information so that the virtualised resource supported by the hardware layer becomes unreliable. For example, attackers having access to a compromised VIM or attackers breaching the insecure NFVI-VIM interface can misguide the NFVI to detach a hardware accelerator from a VNFCI.
-	Threatened Asset: GVNP applications, NFVI-VIM interface, sufficient processing capacity
Editor's Note: The threat analysis may be revisited when the assumption for Type 3 is finalized.
Editor's Note: Additional threats are FFS.
****************** End of the third change ******************

