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1
Decision/action requested

This discussion paper describes an issue related to secondary authentication for Session Breakout and a solution that requires very minor changes to existing procedures. It is proposed to send an LS to SA2 with the issue and its proposed solution. 
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3
Rationale

3.1

Background: Connectivity models for Edge Computing

TS 23.748 [1] describes three connectivity models for edge computing: Distributed Anchor Point, Session Breakout, Multiple Sessions. They are depicted in Figure 3-1, which is a copy of Figure 4.2-1 in TR 23.748 [1]. Clause 4.2 of TR 23.748 [1] describes the three connectivity models in more detail.
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Figure 3-1: 5GC Connectivity Models for Edge Computing (Figure 4.2-1 from TR 23.748)

3.2

Problem formulation
Key Issue #10 "Authorization during Edge Data Network change" of TR 33.839 [2] states the following: "When a new PDU session is created, secondary authentication will be triggered (distributed anchor with SSC mode 1/2/3 and multiple PDU sessions). This will not happen when additional PSA-UPFs are added to an existing PDU session. Authorization needs to be investigated in relation to session breakout and ULCL as well as IPv6MH."

This discussion paper claims that this is not quite the correct problem description. The intention of this clause is to explain why the description in the key issue is not quite correct and which should be the correct problem description instead.

The important point is that the SMF can trigger secondary re-authentication (as described in clause 11.1.3 of TS 33.501 [3]) at any time. Hence it is not correct that "this [secondary authentication] will not happen when additional PSA-UPFs are added to an existing PDU session". The SMF can just trigger secondary re-authentication when additional PSA-UPFs are added to the existing PDU session, so the addition of PSA-UPFs is not the problem. 
Very generally, the question is whether any new mechanisms are required to support secondary authentication for the three connectivity models. For Distributed Anchor Point and Multiple Sessions, it is clearly not the case. When a new PDU session is started, secondary authentication can be triggered exactly as already described since Rel-15 for secondary authentication at the establishment of a new PDU session. 
For Session Breakout, the situation is slightly more complicated, because the following case can happen: A new PDU session is established that does not require secondary authentication. Later, a new Anchor Point is added that connects the UE to a data network that requires secondary authentication. Currently, the handling of such a situation is not explicitly described. However, as said above, existing procedures already allow re-authentication during the lifetime of a PDU session. Pending the confirmation of UE vendors, it seems a reasonable assumption that UE implementations would be able to handle a secondary authentication request during the lifetime of a PDU session even if secondary authentication was not performed at establishment of the PDU session, because secondary re-authentication during the lifetime of the PDU session is already supported. Hence, the case described above where a new Anchor Point requiring secondary authentication is added to an existing PDU session not requiring secondary authentication, can most probably be solved by a simple modification in SMF behaviour: The SMF simply triggers secondary authentication at the addition of the new Anchor Point. 
If the assumption about UE behaviour with existing implementations is correct, very small changes to TS 33.501 [1] would be necessary to allow secondary authentication during the lifetime of a PDU session. Similar minor changes would be necessary to the corresponding passages in specifications under SA2's remit. Hence it seems that no new key issue is necessary in TR 33.839 [2], however coordination with SA2 is necessary.
4
Detailed proposal

The proposal is to send an LS to SA2 that describes the problem (secondary authentication for Session Breakout) and its solution with minor changes to existing procedures (allowing secondary authentication during the lifetime of a PDU session). If SA2 agrees with this way forward, the necessary CR to TS 33.501 [3] can be provided as a second step.
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