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1
Decision/action requested

SA3 is kindly asked to approve the proposed change to add a new key issue in TR 33.873 for the privacy of users on a Multi-USIM device.
2
References

[1]
3GPP TR 23.761 v1.2.0

Study on system enablers for devices having multiple Universal Subscriber Identity Modules (USIM)

[2]
3GPP TR 33.873 v0.2.0

Study on the security of the system enablers for devices having Multiple Universal 
Subscriber Identity Modules
3
Rationale

As per TR 23.761 [1], the architectural assumptions cover various cases including the case where a Multi-USIM device is connected over 3GPP access with EPS on one USIM and 5GS on the other USIM. In this case, the identifiers associated with the two USIMs within the Multi-USIM device will be different, with one being IMSI and the other being SUPI. While SUCI concealing SUPI is used in 5G system for protecting the privacy of the UE at initial attach, such concealment design is not available for the IMSI used in EPS, i.e. the privacy at initial attach is not protected for the USIM associated with IMSI. As the two USIMs are inserted in the same Multi-USIM device, the unavailable privacy protection of IMSI for one USIM may implicitly affect the privacy protection of SUPI for the other USIM.

There could also be the case that where USIMs within a Multi-USIM device are owned by two different users. The two USIMs of different users may be subscribed with the operator. The two different users sharing the same Multi-USIM device may have subscribed to different services, e.g. one subscribing to the location service (LCS/eLCS) and the other not. As the two USIMs are inserted in the same Multi-USIM device, the location exposure of the user using location service with one USIM may implicitly affect the location privacy of a different user owning the other USIM.

The pCR proposes to add a new key issue in TR 33.873 [2] addressing the above use cases with threat analysis as well as the potential requirements.
4
Detailed proposal

*************** Start of the Change ****************

5.X
Key Issue #X: Privacy of Users on Multi-USIM Device
5.X.1
Key issue details
As per TR 23.761 [2], the architectural assumptions cover various cases including the case where a Multi-USIM device is connected over 3GPP access with EPS on one USIM and 5GS on the other USIM. In this case, the identifiers associated with the two USIMs within the Multi-USIM device will be different, with one being IMSI and the other being SUPI. While SUCI concealing SUPI is used in 5G system for protecting the privacy of the UE at initial attach, such concealment design is not available for the IMSI used in EPS, i.e. the privacy at initial attach is not protected for the USIM associated with IMSI. As the two USIMs are inserted in the same Multi-USIM device, the unavailable privacy protection of IMSI for one USIM may implicitly affect the privacy protection of SUPI for the other USIM.
There could also be the case where two USIMs within a Multi-USIM device are owned by two different users. The two USIMs of different users may be subscribed with the operator. The two different users sharing the same Multi-USIM device may have subscribed to different services, e.g. one subscribing to the location service (LCS/eLCS) and the other not. As the two USIMs are inserted in the same Multi-USIM device, the location exposure of the user using location service with one USIM may implicitly affect the location privacy of a different user owning the other USIM.
5.X.2
Security threats
For the two USIMs associated with IMS for EPS and SUPI for 5GS respectively in one Multi-USIM device, once the IMSI of one USIM is exposed to an attacker during initial attach so that the attacker can track the user holding the Multi-USIM device, the privacy protection of SUPI associated with the other USIM is then lost if the two USIMs are owned by the same user. That means the security level of the 5GS on one USIM is downgraded to the security level of the EPS on the other USIM within the Multi-USIM device.
For the two USIMs within a Multi-USIM device owned by two different users, the user of one USIM using location service will very likely consent his/her location exposure to the network. If the network having the subscription data of the other USIM of a different user (e.g. the two USIMs owned by different users are subscribed to the same operator) is aware that the two USIMs are placed in the same Multi-USIM device, the location of the different user owning the other USIM is then implicitly exposed to the network even without the consent of that different user, whose privacy is then violated. 
5.X.3
Potential security requirements
3GPP system shall be able to ensure that the privacy protection provided by 5GS in which one USIM (with SUPI) is registered is not adversely affected when the other USIM (with IMSI) within the same Multi-USIM device is registered in EPS.
3GPP system shall be able to ensure that the privacy of a user owning one USIM is de-correlated with the privacy of a different user owning the other USIMs within the same Multi-USIM device. 
*************** End of the Change ****************

