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1
Decision/action requested

It is proposed to add the solution below to TR 33.875 [1].
2
References

[1]
3GPP TR 33.875 "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
3
Rationale

4
Detailed proposal

******BEGIN CHANGES*****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 33.501: "Security architecture and procedures for 5G System"
******NEXT CHANGE*****

6.Y
Solution #Y: Using existing procedures for authorization of SCP to act on behalf of an NF Consumer
6.Y.1
Introduction
This solution addresses Key Issue #4 "Authorization of SCP to act on behalf of an NF or another SCP". It explains how token-based authorization and CCAs as currently specified in TS 33.501 [x] can be used to authorize the SCP to act on behalf of an NF Consumer, i.e. to request access tokens or services on behalf of the consumer.
6.Y.2
Solution details

6.Y.2.1
Request of access token on behalf of the consumer
The SCP requests access tokens on behalf of the consumer in Scenario D (indirect communication with delegated discovery) and in Scenario C (indirect communication without delegated discovery) without mutual authentication between NF and NRF at the transport layer. The following procedure describes token requests for Scenario D, and particularly how CCAs are used to authorize the SCP to request access tokens on behalf of the NF Consumer. For Scenario C without mutual authentication between NF and NRF at the transport layer, the same principles hold.
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Figure 6.Y.2.1-1: Access token request of SCP on behalf of an NF Consumer  
1.
The NF Service Consumer sends a service request to the SCP. The consumer includes a CCA signed by the consumer. The CCA includes the NF Instance ID of the consumer. The consumer's certificate used for signing the CCA also contains the consumer's NF Instance ID.
2.
The SCP sends an access token request to the NRF. The SCP includes the CCA received by the consumer in step 1. 

3.
The NRF verifies the CCA as described in clause 13.3.8.3 of TS 33.501 [x] and thus obtains the NF Instance ID of the consumer that signed the CCA. Besides authentication of the consumer, the CCA also implicitly authorizes the SCP to act on behalf of the NF Service Consumer. 

The NRF authorizes the NF Service Consumer as described in TS 33.501 [x].  

4.-8.The remaining steps of the access token request and service request procedure are exactly as described in TS 33.501 [x].
6.Y.2.2
Service request on behalf of the consumer

The SCP requests services on behalf of the consumer in all indirect communication scenarios. The following procedure describes access token and service requests for Scenario D, and particularly how CCAs and access tokens are used to authorize the SCP to request services on behalf of the NF Consumer. For Scenario C, the same principles hold.
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Figure 6.Y.2.2-1: Service request of SCP on behalf of an NF Consumer  
1.-4. Service request and access token request and response are performed as described in the previous clause, clause 6.Y.2.1. 
5.
The SCP sends a service request to the NF Service Producer. The service request contains the access token and optionally the CCA received in step 1. The access token contains the NF instance ID of the NF Service Consumer.

6.
The NF Service Producer validates the access token as described in TS 33.501 [x]. Because the network implements the procedures described in the previous clause, clause 6.Y.2.1, the NRF has already verified that the SCP was authorized to request the access token on behalf of the NF Service Consumer. Hence the access token does not only authorize the consumer, but also implicitly authorizes the SCP to act on behalf of the NF Service Consumer.

7.-8. The remaining steps of the access token request and service request procedure are exactly as described in TS 33.501 [x].
6.Y.3
Evaluation

Editor's Note: Provide an analysis of the risks of threats mitigated by this solution. Provide a statement on complexity/impact/backward compatibility if one would follow this solution.
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