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Decision/action requested

Annex on attacks based on asymmetric delays
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Rationale
Two types of delay attacks are described in research papers and are proposed to be documented in this study. 
4
Detailed proposal
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 Annex X (informative):
Asymmetric delay attacks
X.1
Introduction 

The possibility of an attacker delaying packets in one direction and by this introducing an asymmetric delay has been described in several research papers [8, 9, 10] and is also mentioned in [7]. This annex documents the issues with such attacks.

X.2
Calculation of offset between clocks 

Usually symmetric channel delays apply when PTP uses different event messages to synchronize the time between two ports, whereas each port is attached to a clock. This clock can be a boundary clock (which is usually a consuming TSN end station with 1 port) or an ordinary clock (which have at least 2 ports and forward the time) (5GS works as a transparent clock). Also, one of the clocks may be attached to a Grand master clock (which can be in 5GS or outside). 

The calculation of the offset between clocks is based on the assumption that the channel delay in both directions (i.e. master to slave and slave to master) is symmetric (i.e. the time a message needs to traverse from one port to another is the equal). If this assumption holds, PTP time synchronization is highly accurate. 

X.3
Delay attacks on time synchronisation messages

An attacker having the possibility to delay packets, e.g. via ARP spoofing (Ethernet), BGP hijacking (IP) or a compromised in-path device or clock, may introduce an asymmetric delay (i.e. different delay for master to slave and slave to master). This delay may be deterministic or random. 

There are two types of such asymmetric delay attacks: asymmetric selective message delay and asymmetric channel delay attacks: 

-
In asymmetric selective message delay attacks, the attacker performs traffic analysis to identify specific synchronization messages to delay. Typically, the "Sync" message for master to slave or the "delay request" messages for slave to master are delayed. For this attack, an attacker must perform traffic analysis to identify the synchronization messages for delay.

- 
In asymmetric channel delay attacks, messages transmitted over the full channel are delayed in one direction. Due to this, the PTP offset calculation becomes wrong and the clocks could start to be not synchronized properly anymore.

The impact of these attacks may be DoS, accuracy degradation and false times being synchronized.
In contrast, if synchronisation messages are symmetrically delayed as described in clause X.2, an attacker delaying by purpose cannot degrade accuracy, because the same delay happens in both directions. 

X.4
Considerations

Asymmetric channel delay attacks cannot be mitigated by encryption. As reported in [8, 9, 10], encryption hardens the synchronization against selective message delay attacks, as it is more complex for an attacker to perform traffic analysis on the channel communication. However, the attack is still possible. 

Since there is no reading or manipulation of packets needed for delaying the transmission of a packet, integrity protection, authentication and replay protection do not help in mitigating either of the attacks.

Thus, this annex documents the issue of asymmetric delay attacks, but does not provide countermeasures.
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