3GPP TSG-SA3 Meeting #102bis-e 
S3-210970
e-meeting, 1 – 5 March 2021

Source:
Huawei, HiSilicon
Title:
Update Solution #13 to include CP option
Document for:
Approval
Agenda Item:
2.8
1
Decision/action requested

This contribution proposes to revise the CP option according the progress of CT1 and SA6.
2
References

[1] C1-210441 Reply LS to S6-202009/C1-210050 on APIs in EDGEAPP
[2] TR 33.839 v040

3
Rationale

There was an LS [1] sent from CT1 to SA6, which states as follows.

CT1 has started its work on functionality and interfaces (EDGE-1, EDGE-4) defined by 3GPP TS 23.558. CT1 has not reached any conclusion, and CT1 will update SA6 about our progress.

Finally, CT1 would like to inform that to enable reuse of services, CT1 will coordinate with CT3.

Therefore, whether CP options defined in the solution #16 will be implemented or not depends on the further evaluation. Hence, it is proposed to change the Note 0 to capture this. 
4
Detailed proposal

It is suggested to approve the following changes.

*************** Start of the 1st change ****************

6.16
Solution #16: EEC authentication and authorization framework with ECS and EES
6.16.1
Introduction

This solution addresses the security requirement for authentication/authorization between EEC and ECS/EES in the key issue #1, and key issue #2. In this solution, the AKMA, and TLS is reused as the building blocks for the EEC authentication framework if the EDGE-4 is deployed based on the UP connection. NAS and SBI interface protection is reused if the EDGE-4 is deployed based on the CP connection. For the authorization, the Oauth is selected for the authorization between EEC and EES.
6.16.2
Solution details
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Figure 6.16.2-1 EEC authentication and authorization framework with ECS and EES
It is assumed that AKMA, TLS, and OAuth is supported by the UE, ECS, and EES.

Step 1-3. UE with EEC functionality registers in the 5G network, and retrieves ECS information (i.e. ECS Id and AKMA capability) from 5GC. The AKMA capability indicates the ECS support to use AKMA.
There are two options for the authentication and data protection between EEC and ECS.

Option A (The EDGE-4 is deployed based on the UP connection): 

Step 4-6. The UE determines to use AKMA based on the received AKMA capability, AKMA defined in the TS 33.535 [6] is reused here to negotiate the preshared key KECS between UE and ECS. Here the A-KID sent from the UE is authenticated by the ECS based on the AKMA mechanism.

Step 7a. EEC and ECS establish the TLS security tunnel based on the preshared key KECS. The authentication is fulfilled based on the TLS.

Option B (The EDGE-4 is deployed based on the CP connection):

Step 7b. The protection between EEC and ECS relies on the NAS and SBI interface protection. The authentication is implicitly performed as the primary authentication.

NOTE 0: CP connection option between EEC and ECS depends on the conclusion of CT1 and SA6.

NOTE 1: the following EDGE-4 data could be protected based on Option A or Option B according to its connection option.

Step 8. EEC sends the Provisioning request message to the ECS, including its EEC ID, application info.

Step 9. ECS determines the EES info (including EES Id, AKMA capability), and generate the Oauth token with the following claims, i.e. EEC ID, ECS ID, EEC info, the authorized services.

Editor’s Note: It is ffs which identifier for the UE/EEC is included in the token.
NOTE 2: whether the EEC ID could use the edge service can be authorized based on the local policy. The token for consuming the ECS service may not be needed.

Step 10. ECS sends the token and EES info back to the EEC via the Provisioning response message.

Step 11. Similar with step 4-6, preshared key KEES is negotiated between EEC and EES.

Step 12. EEC and EES establish the TLS security tunnel based on the preshared key KEES. The authentication is fulfilled based on the TLS.

Step 13. EES sends the EEC registration/ discovery request message to the EES, including the token.

Step 14. EES authorizes the EEC based on the verification of the token.

Step 15. If the verification successes, the EES sends the EEC registration/ discovery response message back to the EEC.

6.16.3
Solution Evaluation

This solution fully addresses the security requirement for authentication between EEC and ECS in the key issue #1 based on the AKMA and TLS, and fully address the security requirement for authentication and authorization between EEC and ECS in key issue #2 based on AKMA, TLS and Oauth.

This solution requies that the EEC, ECS, and EES shall support the AKMA, TLS and Oauth mechanism. Similar with the SBA authorizaiton, the ECS plays the authorization server role, EEC plays the EES service consumer, and the EES plays the service producer role within the Oauth architecture. 

How to authenticate the EEC ID is not captured in this solution.

*************** End of the 1st change ****************
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