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Decision/action requested

Kindly Request this contribution can be accepted by the group
2
References

NA
3
Rationale

Add evaluation to solution#29.
4
Detailed proposal

**** 1st change****

6.11
Solution #11: Protection of the PC3 interface using GBA 

6.11.1
Introduction

This solution addresses key issue #10.

This solution proposes to protect the PC3 interface thanks to the use of TLS with PSK, where the Pre-Shared Key is established thanks to GBA (Generic Boostrapping Architecture).  

6.11.2
Solution details

This solution assumes that the 5GDDNMF takes the role of the NAF (Network Application Function) in GBA.

GBA (Generic Boostrapping Architecture), as specified in 3GPP TS 33.220 [12],  is a generic mechanism enabling the establishment of shared keys between the UE and any Application Function (named Network Application Function in GBA description) thanks to 3GPP user authentication (AKA-based authentication). In order to achieve privacy requirement in 5G system, the UE first set up a confidentiality-protected TLS tunnel with BSF if it is possible as described in step 1 of I.5.2 in 3GPP TS 33.220, and all further communication between ME and BSF is sent through this TLS tunnel.
The UE and an Application Function can establish a TLS tunnel using GBA-based secret as specified in clause 4 of 3GPP TS 33.222 [13]. Then, the UE and the Application Function can exchange application data over the secure tunnel.

Consequently, the UE and the 5GDDNMF can exchange applicative data thanks to TLS tunnel established with GBA-based-secret. 
6.11.3
Evaluation

**** End of change****

