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1
Decision/action requested

Removal of editor’s note related to user privacy in GBA. 
2
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3
Rationale

This contribution aims to address the following Editor’s Note of solution #18: 

Editor’s Note: When GBA is used, how to provide identity privacy is FFS. 

GBA mechanism, as specified in 3GPP TS 33.220 [2], defines mechanisms to protect the user privacy. 

· Use of TMPI in GBA to protect the permanent user identify. 

Extract of 3GPP TS 33.220 [2], clause 4.4.4 on “requirements on reference point Ub”:

· the BSF and the UE shall protect the permanent user identity IMPI against passive eavesdropping attacks by using a temporary identity. The support of the temporary identity by UE or BSF shall not preclude a successful bootstrapping procedure if the other entity conforms to an earlier release of this specification and does not support the use of a temporary identity.

NOTE 2:
User identity privacy can be achieved only when both, UE and BSF, support the use of a temporary identity.

NOTE 3:
The use of a temporary identity is not required for 2G GBA (cf. Annex I) as the IMPI is already protected by the mandatory TLS tunnel.

·  Use of B-TID (Bootstrapping Transaction Identifier) on Ua interface.  

Additionally, GBA may be run over a secure transport (e.g. Uu). 
Consequently, 
· GBA, as specified in 3GPP TS 33.220 [2], defines mechanisms to provide identity privacy.
· Editor’s note related to GBA in clause of 3GPP TR 33.847 [1] can be removed. 

4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.847 [1].

*** START of CHANGE ***
6.18.2
Solution details
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Figure 6.18.2-1: Authorization and secure PC5 link establishment procedure for UE-to-network relay

NOTE: In this solution, the remote UE needs to be provisioned with the discovery security materials and Remote User Key when it is in coverage. Also, those security materials are associated with an expiration time, after which they become invalid. When the security materials become invalid the Remote UE needs to be in coverage to obtain fresh ones to be able to connect via relay.

Editor’s Note: The architecture of this solution needs to be aligned with SA2.

0a. The Remote UE gets the discovery parameters and ProSe Key management function (PKMF) address from the 5G DDNMF.

0b. The Remote UE is authorized to receive UE-to-network relay service and gets the discovery security material from the PKMF

0c. The UE-to-network relay gets the discovery parameters and ProSe Key management function (PKMF) address from the 5G DDNMF. 

0d. The UE-to-network relay is authorized to act as a relay and gets the discovery security material from the PKMF.

The remote UE and relay UE communicate with the PKMF via PC8 reference point (like in LTE Prose [6]). Security for PC8 interface relies on Ua security if GBA [12] is used or Ua* when AKMA [7] is used.


Editor’s Note: How the remote UE is configured to access the PKMF of the relay UE is FFS.

Editor’s Note: The location of PKMF is FFS.

Editor’s Note: It is FFS when Remote UE and Relay are served by different 5G DDNMF
1a. The Remote UE sends a Prose Remote User Key (PRUK) Request message to the PKMF of the UE-to-network relay. 
1b.The ProSe Key Management Function checks that the Remote UE is authorised to receive UE-to-network Relay service. This is done by using the Remote UE’s identity that is bound to the keys that established the secure connection between the Remote UE and PKMF in step 0b. If the Remote UE is authorised to receive the service, the PKMF sends a PRUK and PRUK ID to the Remote UE.
2. The discovery procedure is performed between the Remote UE and the UE-to-network Relay using the discovery parameters and discovery security material.
Editor’s Note_3: The detail of discovery security material is FFS, and how it impacts on discovery procedure needs to be clarified
3. The Remote UE sends a Direct Communication Request that contain the PRUK ID, Relay Service Code (RSC) of the UE-to-network relay service and KNRP freshness parameter 1. 
4a. The UE-to-network relay sends a Key Request message that contains PRUK ID, RSC and KNRP freshness parameter 1 to the PKMF. 
4b. On receiving the Key Request message, the PKMF checks that the UE-to-network relay is authorized to act as a relay to the Remote UE. This is done by using the relay’s identity that is bound to the keys that established the secure connection between the relay and PKMF in step 0d. If the UE-to-network relay is authorized to provide the relay service, the PKMF generates KNRP freshness parameter 2 and derives KNRP using PRUK identified by PRUK ID, KNRP freshness parameter 1 and KNRP freshness parameter 2. Then, the PKMF sends a Key Response message that contains KNRP and KNRP freshness parameter 2 to the UE-to-network relay.
5a. The UE-to-network relay sends a Direct Security Mode Command message to the Remote UE (see 6.5.2.2). This message contains the KNRP Freshness Parameter 2 and protected based on the session key (KNRP-SESS) derived from KNRP. The Direct Security Mode Command message is integrity protected using the integrity protection key (KNRPIK) derived from the session key (KNRP-SESS).

Editor’s Note: How to support flexibility between remote UE and relay UE is FFS.
5b. The Remote UE derives KNRP from its PRUK, RSC, KNRP Freshness Parameter 1 and the received KNRP Freshness Parameter 2. It then derives the session key (KNRP-SESS) in the same manner as the UE-to-network relay and processes the Direct Security Mode Command. The Remote UE further derives the integrity protection key (KNRPIK) and encryption key (KNRPEK) from the session key (KNRP-SESS). Then, the Remote UE checks the integrity of the Direct Security Mode Command message. If the integrity check is successful, the Remote UE is assured that the UE-to-network relay is authorized to provide the relay service. 

5c. The Remote UE responds with a Direct Security Mode Complete message to the UE-to-network relay. The Direct Security Mode Complete message is ciphered and integrity protected.

5d. On receiving and processing the Direct Security Mode Complete message, the UE-to-network relay checks the integrity of the Direct Security Mode Complete message. If the integrity check is successful, the UE-to-network relay is assured that the Remote UE is authorized to get the relay service.

6. The remote UE and UE-to-network relay continues the rest of procedure for the relay service over the secure PC5 link.

NOTE: The rest of procedure is determined depending on the UE-to-network relay types (i.e., L2 or L3 relay).

*** END of CHANGE ***
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