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1
Decision/action requested

This contribution proposes a solution to establish end-to-end security for the L3 UE-to-network relay.
2
References

[1]
TR 33.847 v0.2.0
3
Rationale

This contribution proposes a solution to establish end-to-end security for the L3 UE-to-network relay to address the KI #3.
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
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6.Y
Solution #Y: End-to-end security for the L3 UE-to-network relay
6.Y.1
Introduction

This solution addresses the KI #3. This solution provides a mechanism to provide an end-to-end security between a remote UE and the network for Layer 3 UE-to-network relay. 

6.Y.2
Solution details
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Figure 6.Y.2-1: Secure PC5 link establishment procedure for UE-to-network relay

1. The Remote UE establishes a secure PC5 link with the UE-to-network (U2N) relay.
2. The remote UE performs a registration procedure to 5GC via N3IWF as specified in clause 7.2.1 of TS 33.501 [xx]. The only difference from the untrusted non-3GPP access procedure is that the UE-to-network relay and the serving network of the UE-to-network relay take the role of untrusted access network. As a result of successful registration via the N3IWF, IPsec tunnel is established between the remote UE and N3IWF and all traffic between the remote UE and N3IWF is end-to-end protected.

3. The remote UE may establish a PDU session via N3IWF for the traffic that requires end-to-end security between the remote UE and 5GC.
Editor’s Note: The protocol stack is FFS.
Editor’s Note: It is FFS how Remote UE connects to N3IWF after step 1. 
6.Y.3
Solution Evaluation

TBD.
***** END OF SECOND CHANGES *****
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