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1
Decision/action requested

This contribution proposes a new test case on the synchronization failure handling.
2
References

[1]
3GPP TS 33.203
3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Access security for IP-based services
[2]

S3-20xxxx, IMS SCAS: adding threats related to resynchronization failure
3
Rationale

As specified in TS 33.203 [1], clause 6.1.3, a new authentication will be triggered by the S-CSCF during a successful handling on synchronization failure. Otherwise, the UE may not be able to connect to the IMS network in time.

The threats analysis can be found in the S3-20xxxx [2].
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the changes ****************

4.2.2.Y.2
Synchronization failure handling

Requirement Name: Synchronization failure handling
Requirement Reference: TS 33.203 [XX], clause 6.1.3 

Requirement Description: "The HSS checks the AUTS as in clause 6.3.5 of TS 33.102 [1]. After potentially updating the SQN, the HSS sends new AVs to the S‑CSCF in CM4.

	CM4:

Cx-AV-Req-Resp(IMPI, n,RAND1||AUTN1||XRES1||CK1||IK1,….,RANDn||AUTNn||XRESn||CKn||IKn)
	


When the S‑CSCF receives the new batch of authentication vectors from the HSS it deletes the old ones for that user in the S‑CSCF.

The rest of the messages i.e. SM10-SM18 including the Cx messages are exactly the same as SM4-SM12 and the corresponding Cx messages in 6.1.1.

" 

as specified in TS 33.203[2], clause 6.1.3.

Threat References: TBD
Test Case: 

Test Name: TC_SYNC_FAIL_S-CSCF
Purpose:

Verify that in synchronization failure scenario, a new authentication will be triggered by the S-CSCF. 

Pre-Conditions:

-
Test environment with UE, P-CSCF and HSS. The UE, P-CSCF and HSS may be simulated. 

-
S-CSCF network product is connected in emulated/real network environment.
Execution Steps

1)
The UE sends an SM7 to the S-CSCF under test with REGISTER(Failure = Synchronization Failure, AUTS, IMPI).
2)
The S-CSCF under test sends a CM3 message to the HSS with Cx-AV-Req(IMPI, RAND,AUTS, m).

3)
The HSS sends a CM4 message to the S-CSCF under test with Cx-AV-Req-Resp(IMPI, n, RAND1||AUTN1||XRES1||CK1||IK1,….,RANDn||AUTNn||XRESn||CKn||IKn).

Expected Results:

After receiving CM4 from the HSS, the S-CSCF initiates a new authentication towards the UE, and sends the RANDi and AUTNi to the UE, where RANDi and AUTNi belong to one of the authentication vectors received in CM4 message.
Expected format of evidence:

Save the logs and the communication flow in a .pcap file.

*************** End of the changes ****************

