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1
Decision/action requested

SA3 is kindly requested to approve the new key issue to 33.839.
2
References

[1]


 
3
Rationale

EC has witnessed the increasing need to place UPFs in the customer networks, to cater to the demanding requirement on rapid data transport from the verticals. It is not assumed that the customer environment can provide carrier grade security, therefore, fail-safe mechanism shall be in place. Considering sensitive information such as SUPI, charging ID are sent from SMF to UPF and stored at UPF, it is important to investigate the fail-safe mechanism to guarantee user privacy for UPFs in customer networks.   
4
Detailed proposal

All the texts below on the new key issue are new. SA3 is kindly requested to approve the new key issue.
************ Start of Change**********
5.X
Key issue #X: User Privacy at UPF in customer networks
5. X.1
Key issue details 

EC has witnessed the increasing need to place UPFs in the customer networks, to cater to the demanding requirement on rapid data transport from the verticals. It is not assumed that the customer environment can provide carrier grade security. Also customers which have easier access to UPFs may be malicious. Currently sensitive information such as SUPI, charging info are stored at UPF. A malicious customer or an attacker who has compromised the customer network and the UPF can gain access to those sensitive information.  It is important to investigate the fail-safe mechanism to guarantee user privacy, that is, even when the UPF is compromised or even in the existence of malicious customer, user privacy can still be guaranteed. The information attacker can gain after compromise will not reveal user privacy. 
5. X.2
Security threats

If UPFs at customer networks are not properly protected, user sensitive information such as SUPI and charging ID store at UPF may be leaked to e.g. malicious customers.  
5. X.3
Potential security requirements 

The 5GS should support user privacy for the scenario that UPFs are placed in the customer networks.
************ End of Change**********
