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1 Decision/action requested 
This contribution proposes to add scope for TR 33.866
2 References
3 Rational
The contribution proposes to add scope for eNA Security Study.
4 Detailed proposal
*************** Start of 1st Change ****************
1
Scope



The present document will study the security aspects of enablers for network automation for the 5G system based on the outcome of TR 23.700-91 [xx]. More specifically, this study will identify security issues, requirements and corresponding potential security solutions related to the following objectives:
-
UE data collection protection to fulfil the NWDAF functionalities including privacy consideration, data authenticity, data integrity, and accessibility aspects requirements.

-
Detection of cyber-attacks and anomaly events supported by NWDAF and its related functions, specifically to define parameters provided by UE to help detect attacks and abnormal behaviours;

-
Protection of data transferring (e.g. privacy consideration) in the inter-NWDAF/NWDAF instances.

NOTE: 
The user consent for UE data collection is not addressed in the present document, it will be discussed in TR 33.867 [yy].

Editor’s Note: This study is not complete until the user consent aspects in TR 33.867 [yy] that are applicable to eNA are finalized. How TR 33.867 [yy] conducts the user consent study (in a general way applicable to eNA or including specific aspects of eNA) will be discussed and addressed in the FS_UC3S.
*************** End of 1st Change ****************
*************** Start of 2nd Change ****************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[xx]
3GPP TR 23.700-91: "Study on enablers for network automation for the 5G System (5GS)".

[yy]
3GPP TS 33.867: "Study on user consent for 3GPP services".
*************** End of 2nd Change ****************
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