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1 Decision/action requested 
This contribution proposes a new solution for UE onboarding for SNPN for TR 33.857
2 References
3 Rational
The contribution proposes a new solution for UE onboarding for SNPN.
4 Detailed proposal
*************** Start of 1st Change ****************
6.Y
Solution #Y: Authentication for UE Onboarding for SNPN
6.Y.1
Introduction

This solution addresses key issue #4.
The authentication architecture is shown in figure 6.Y.1-1.

Figure 6.Y.1-1: Architecture for authentication for UE onboarding for SNPN
The architecture assumes that: 

· Onboarding SNPN (O-SNPN), which is connected with SO-SNPN via roaming architecture, and is "bridge" for onboarding.
· Subscriber Owner SNPN (SO-SNPN), which is subscriber owner for the onboarding UE, and provides authentication, provisioning service for the UE. SO-SNPN includes AUSF, UDM, PS, etc. Optionally, if device vendor has an agreement with SO’s network, the SO’s network could contact the third part, i.e. DCS, the UE performs onboarding authentication with DCS instead of UDM.
NOTE 1: 
It is possible that one SNPN can take the role of both O-SNPN and SO-SNPN, and it is possible that the O-SNPN and SO-SNPN are different SNPNs i.e. O-SNPN and SO-SNPN.
· Default Credential Server (DCS), which can be owned by a PLMN, or a SNPN other than the O-SNPN, or a device vendor, or a 3rd party, or a SIM vendor, etc., and stores device’s default credential. There is an agreement between DCS and SO if the SO decides to use DCS to authenticate the UE.
NOTE 2: 
It is assumed that not all the device vendors will maintain a DCS.
· Primary Authentication Function (PAF) is introduced in SNPN for translation of SBI protocol and AAA protocol. The function can be collocated with NSSAAF, or AUSF.

· Provisioning Server (PS), which provides SNPN credential to the authorized UE via UP (N6) or CP (Nxy).
The following preconditions and general procedures are given as below:

· The UE is provisioned with unique ID and default credential  for authentication for onboarding. In case the DCS is 3rd part, the domain part can be derived from the unique ID to select the DCS. The default credential may be symmetric key, certificate, etc..
· In case that SO’s network cannot connect DCS (e.g. onboarding network has no agreement with DCS), the SO's UDM can be provisioned with onboarding UE's unique ID, default credential and authentication method by administrator at onboarding phase.
· In case that the SO’s network connects with DCS, the DCS can be used for authentication for onboarding. The DCS is provisioned with onboarding UE's unique ID, and default credential . The SO's UDM can be provisioned with onboarding UE's unique ID by administrator at onboarding phase.
NOTE 3:
At onboarding phase, the SO’s administrator can use a provisioning method which is out of band, for example, the SO may retrieve the unique ID, default credential and authentication method by scanning QR code on the UE, or by reading from USB flash from device vendor, and the SO may configure them on the UDM. 
The solution introduces an authentication procedure which involves both O-SNPN and SO-SNPN so that both onboarding network and subscription owner can authenticate the UE.
6.Y.2
Solution details
6.Y.2.1
Authentication for onboarding with default credentials is provisioned in UDM

Figure 6.Y.2-1: Authentication for onboarding with default credentials is provisioned in UDM
Preconditions: 

· UE has been provisioned with unique ID, and default credential.
· UDM has been provisioned with unique ID, default credential and authentication method by administrator at onboarding phase.
Procedures: 
1. 
RAN maintained by O-SNPN broadcasts onboarding information. The onboarding information includes indication that supports onboarding, and SNPN identity of the SO-SNPN.

2.
The UE may manually (e.g. by user) or automatically (e.g. according to provisioned priority list) select the SO-SNPN according to the onboarding information broadcasted by the RAN who supports onboarding. The UE constructs SUCI using null-scheme according to selected SO-SNPN and UE’s unique ID, in the following manner. The Home Network Identifier is set as SNPN identity of selected SO-SNPN so that the AMF can select the right AUSF. The Protection Scheme Identifier is set as null-scheme. The Scheme Output is set as unique ID.
Editor’s Note: How the UE is provisioned with a priority list of SO-SNPNs for automatic selection is FFS?
NOTE 4:

In this solution it is assumed that the unique ID is used for temporary identification of UE at onboarding, and will not be used after onboarding, and hence in this solution the protection for the unique ID is not required.
3.
The UE sends the Registration Request message to the SEAF, containing SUCI. 
4.
The SEAF sends Nausf_UEAuthentication_Authenticate Request message to AUSF. The message includes SUCI.
5.
The AUSF sends the Nudm_UEAuthentication_Get Request message to UDM. The message includes SUCI.
6.
The UDM de-conceals the SUCI to SUPI, which includes the unique ID. The UDM shall check whether the unique ID is provisioned, if not, the UDM shall reject the registration. If the UDM has been provisioned with the related default credential, the UDM retrieves default credential and authentication method according to unique ID. The UDM may generate AV according to the default credential and authentication method.
7. The UDM sends the SUPI, authentication method and AV to AUSF in the Nudm_UEAuthentication_Get Response.

8.
The UE and AUSF perform the authentication procedure. After successful authentication, the UE and SEAF derive KSEAF and KAMF.

9.
The UE and the AMF perform NAS SMC procedure to activate NAS security.

10. The UE and the RAN perform AS SMC procedure to activate AS security. 

The solution reuses existing primary authentication procedure, and the UE is authenticated by both O-SNPN and SO-SNPN. The UE has activated both NAS and AS security with O-SNPN, the UE can establish a secure 3GPP connection via UP, or especially CP (since SO-SNPN participants the authentication, and the AUSF of SO-SNPN already has KAUSF, reusing UPU will provide better SO controlled capability no matter O-SNPN is trusted or untrusted for SO-SNPN) to PS.
Editor’s Note: Why the UE needs to be on-boarded for SO-SNPN if the primary authentication can be performed between UE and SO-SNPN is FFS?
6.Y.2.2 Authentication for onboarding with default credentials is provisioned in DCS
Figure 6.Y.2-2: Authentication for onboarding with default credentials is provisioned in DCS
Preconditions: 

· UE has been provisioned with unique ID, and default credential .

· UDM has been provisioned with unique ID by device vendor by administrator at onboarding phase
· DCS has been provisioned with unique ID, and default credential .

Procedures:
1 - 5. 
The same steps with step 1-5 in clause 6.Y.2.1. 
6.
The UDM de-conceals the SUCI to SUPI, which includes the unique ID. The UDM shall check whether the unique ID is provisioned, if not, the UDM shall reject the registration. If the UDM has been provisioned with the unique ID, but has not been provisioned the related default credential, the UDM sends the SUPI to the AUSF directly.

7. The UDM sends the SUPI to AUSF in the Nudm_UEAuthentication_Get Response.

8.
The AUSF invokes external primary authentication service provided by PAF. The AUSF sends SBI message containing DCS address and EAP trigger (e.g. EAP-TLS start) message to the PAF. The AUSF derives DCS address according to realm part of unique ID in SUPI.
9. The PAF finds DCS according to DCS address, translates SBI message to AAA protocol, and sends the EAP trigger message to the DCS.
10. - 14. Since DCS can be regarded as an external AAA, those steps can reuse authentication procedure steps similar with authentication solutions with credentials owned by an external AAA in key issue #1, e.g. solution 1, 3, 4, 5, etc. After successful authentication, the UE and AMF derives the KAMF.
15. The UE and the AMF perform NAS SMC procedure to activate NAS security.

16. The UE and the RAN perform AS SMC procedure to activate AS security.

The solution uses similar procedure of external authentication procedure for key issue #1, the UE is authenticated by both O-SNPN and SO-SNPN. The UE has activated both NAS and AS security with O-SNPN, the UE can establish a secure 3GPP connection via UP, or especially CP (since SO-SNPN participants the authentication, and the AUSF of SO-SNPN already has KAUSF, reusing UPU will provide better SO controlled capability no matter O-SNPN is trusted or untrusted for SO-SNPN) to PS.
Editor’s Note: how to prevent the DCS from having access to the credentials (Since he knows the MSK/Kausf used for securing UPU) is ffs?
6.Y.3
System impact

TBA.
6.Y.4
Evaluation

TBA.
*************** End of 1st Change ****************
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