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Attachments:


1. Overall Description:

SA3 thanks ITU-T SG17 for the LS on threats of service disruption, SIP message alternation and content eavesdropping in 5G networks (SG17-LS264-TD3331/ S3-202855).
Regarding the first threat of falsely generated RRC messages in the LS, SA3 believes that this problem can be resolved by implementations of gNB, and thus does not need any standardization work.
For the second threat of SIP message alternation in the LS, the precondition is that access security (i.e. security protection of wireless path) should not be provided or activated. However, 3GPP 5G System security specification requires confidentiality protection whenever regulations permit. Therefore, SA3 believes that this threat is not valid.
In conclusion, SA3 considers that two threats reported by the LS are not valid from SA3 perspective.
2. Actions:

To ITU-T SG17 group.

ACTION: 
ITU-T SG17 is kindly requested to take the above information into account.
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