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2. The NRF authorizes the NF service consumer. It shall then generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in RFC 7515 [45].
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[bookmark: _Hlk52462733]*************** Start of Change ****************
Access token request before service access
The following procedure describes how the NF service consumer obtains an access token before service access to NF service producers of a specific NF type.  
Pre-requisite:
a.	The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).
b.	The NRF and NF service producer share the required credentials. 
c. The NRF and NF have mutually authenticated each other. 



Figure 13.4.1.1-1: NF service consumer obtaining access token before NF service access
1. The NF service consumer shall request an access token from the NRF in the same PLMN using the Nnrf_AccessToken_Get request operation. The message shall include the NF Instance Id(s) of the NF service consumer, expected NF service name(s), NF type of the expected NF producer instance and NF consumer. The service consumer may also include a list of NSSAIs or list of NSI IDs for the expected NF producer instances. 
2. The NRF may optionally authorizes the NF service consumer. It shall then generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in RFC 7515 [45].
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF type of the NF Service producer (audience), expected service name(s) (scope) and expiration time (expiration). The claims may include a list of NSSAIs or NSI IDs for the expected NF producer instances.
3. If the authorization is successful, the NRF shall send access token to the NF service consumer in the Nnrf_AccessToken_Get response operation,otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]. The other parameters (e.g., the expiration time , allowed scope ) sent by NRF in addition to the access token are described in TS 29.510 [68].
The NF service consumer may store the received token(s). Stored tokens may be re-used for accessing service(s) from producer NF type listed in claims (scope, audience) during their validity time. 

*************** End of Change *******
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