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1
Decision/action requested

It is proposed to approve the changes to solution #20 in TR 33.809.
2
Rationale

This contribution addresses the editor notes in 6.20.2.2.4 by providing a figure to illustrate how TESLA would work in authenticating SFN.   
3
Detailed proposal

****START OF CHANGES ***
6.20.2.2.4
Short-term Certificate: request and usage

A concrete instantiation of the short-term certificates taking into account how to achieve efficient replay protection and low overhead towards the DSnF is as follows. 

Each base station has to send a request to sign static information to the DSnF where the static information is considered to remain static during 10.24 s, i.e., the time it takes for the SFN to repeat. Upon reception of the signing request, the DSnF signs the static fields of the SI as well as (i) DSnF starting time for which this set of data is valid, the gNB’s SFN value for this DSnF starting time (T_DSnF(gNB’s SFN=0)), as well as a short-term public-key that can be used by the UE to verify dynamic data signed by the base station in this period of time of 10.24 s. The DSnF sends this signed data, whose validity is limited to 10.24 s, together with the private key associated with the signed short-term public key to the gNB. 

When a period of 10.24 s starts, the gNB starts broadcasting the short-term certificate for this period of time. It is left for normative phase in which SIB this information is broadcasted. Furthermore, the base station broadcast the SI dynamic fields, in particular the SFN, that are signed with the corresponding short-term private key associated to this period of time.

Upon reception of both static and dynamic data, the UE can obtain the time in which the SI has been broadcast (T_Broadcast_SI) as 

T_Broadcast_SI = T_DSnF(gNB’s SFN=0) + 10*SFN









The UE checks the freshness of T_Received_SI comparing it with its current UE time.

We consider two main alternatives for the signing technology used in the short-term certificates:

a) An option is to use the same type of algorithm as in the DSnF. 

NOTE: 
Since the digital signature only needs to remain valid for a short period of time, 10.24 s, the key sizes can likely be shorter, e.g., an ECDSA curve with a length of 224 (equivalent security of 112 bits) might be used instead of a curve of length 256 (equivalent security of 128 bits). This improves performance, e.g., it decreases the communication overhead. Specific parameters are out of scope of the present document and would be defined in the normative phase.

b) Another option is the use a type of hash chain solution as TESLA. In a concrete instantiation, the DSnF signs the anchor of a hash chain with 64 links assuming that we need a hash chain link every 160 ms, i.e., each step of 16 SFNs is linked to a new hash chain link
. This hash chain is then h64 ( h63 ( …(h1 (h0 ( seed where h64 is the public anchor of the hash chain and seed is the secret seed of the hash chain. h0=HASH(seed) and hi = HASH(hi-1) with i = 1, …, 64 and HASH() is a cryptographic hash function. The public anchor is signed by the DSnF as part of the static data and the seed of the hash chain is provided to the gNB in a secure way. When the base station broadcasts a message, it discloses the message authentication code (MAC) that is computed with hash chain link that is only disclosed in the following message. For instance, the first message M0 will contain the current values of dynamic fields denoted here as m0, a MAC of the dynamic fields computed with h63. Next to it, M0 also includes the current hash chain link, in this case, this corresponds to the anchor h64, i.e., 

M0 = m0, h64, MAC(m0, h63)

The UE needs to buffer m0 and the MAC that can be verified in the following timeslot (after 160 ms) when the following message M1 = (m1, h63, MAC(m1, h62) is received. In particular, the verification consists in checking: (i) whether h64 = HASH(h63) and the message authentication code is correct. 
The following diagram illustrates how MIB and SIB1 are digitally signed by DSnF and how a hash chain is generated and used to verify dynamic fields (e.g., SFN). It shows that MIB can be extended to include some bits of a MAC if not a complete MAC due to its constraint in size,  and SIB1 can be extended to include a MAC. When the MAC is included in MIB or SIB1, the corresponding hash key used to generate the MAC may be disclosed in a new SIB that is broadcasted after SIB1. In this way, a UE can verify both static and dynamic fields after acquiring the new SIB. 
[image: image1.emf]
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Figure 6.20.2.2.4-1 Authentication of MIB and SIB1 with a combination of digital signature and TESLA

***END OF CHANGES***
� This fits the periodicity of 160 ms of SIB1 as described in TS 38.213, clause 13. A higher frequency can be used if it decided to sign MIB/SIB1 more frequently in order to allow UEs to take a decision faster regarding the trustworthiness of a base station.





