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1
Decision/action requested

It is proposed to update KI#2. SA3 is kindly requested to approve this contribution.
2
References

[1]
3GPP TR 33.839, v0.2.0
3
Rationale
The UE ID binding verification requirement was agreed in the last meeting. This contribution proposes to add this requirement to Key issue #2.
4
Detailed proposal
*** START of CHANGE ***
5.2.
Key issue #2: Authentication and Authorization between EEC and ECS
5.2.1
Key Issue Details

As per TS 23.558 [2], the EDGE-4 reference point enables interactions between the Edge Configuration Server (ECS) and the Edge Enabler Client. Edge Configuration Server (ECS) (Edge Configuration Server (ECS)) provides supporting functions needed for the Edge Enabler Client to connect with an Edge Enabler Server(EES). EDGE-4 reference point supports provisioning of Edge configuration information (e.g., URI or LADN service information) to the Edge Enabler Client.

Edge Enabler Client performs the functionalities like configuration information retrieval from the edge configuration sever over the EDGE-4 interface. 
As per TS 23.558[2], The Edge Configuration Server(ECS) can be deployed in the MNO domain or can be deployed in 3rd party domain by the service provider in which one Edge Enabling Client may communicate with one or more Edge Configuration Server(ECS)(s) concurrently. If the Edge Configuration Server (ECS) is deployed by MNO, the Edge Configuration Server (ECS) provides one or more Edge Enabling Server configuration information. If the Edge Configuration Server (ECS) is deployed by a non-MNO Edge computing service provider, the Edge Configuration Server(ECS) endpoint address is pre-configured with the Edge Enabling Client. The Edge enabling client that is configured with multiple Edge Configuration Server (ECS) endpoint addresses (es), may perform the service provisioning procedure per the Edge Configuration Server(ECS) of each Edge Configuration Server(ECS) multiple times. UE can contain a single Application Client (AC) or multiple Application Client(AC)s, which are served by a single Edge Configuration Server(ECS). In another scenario, UE has multiple Application Client(AC)s where each Application Client(AC) can be served by an Edge Application Server, which in turn served by a different Edge Configuration Server(ECS)'s Edge Enabling Server. 
GPSI can be used as UE identifier inside and outside of 5G networks as specified in TS 23.501[x] and TS 23.003[y]. As specified in TS 23.558[2], in order to identify the UE's Edge Enabler Client, the UE uses Edge Enabler client ID as the client identifier to connect with the Edge Configuration Server. And the Edge Enabler client ID may be used along with GPSI. Then the EEC uses two different identifiers towards the EES, EEC ID and UE identifier (could be GPSI)). Solutions to this key issue need to clearly state which identifier of the EEC they authenticate.
Editor's Note:
It is FFS whether the EEC ID will be unique across different UEs.
Editor’s Note: Whether the binding issue between EEC ID and UE identifier is required is FFS.
5.2.2
Security Threats

If access to Provisioning and configuration information is retrieved without authentication and authorization, malicious Edge enabler client will be able to receive a list of Edge Enabling Server configuration information and topology structure within Edge Data Network from the provisioning response message. The received information can reveal Edge Data Network's topology (e.g., URI, FQDN, IP address, LADN service information, Application Server Functionalities, API type, protocols). 
Malicious Edge Enabler Client may use this information to launch attacks on Edge Data Network or use this information for competitive reasons. 

5.2.3
Potential Security Requirements

Edge Configuration Server(ECS) Requirements:

· Edge Configuration Server(ECS) shall be able to provide mutual authentication with Edge Enabler Client over EDGE-4 Interface.

· Edge Configuration Server(ECS) shall be able to determine whether Edge Enabling the client is authorized to access provisioning services offered by Edge Configuration Server(ECS).
· 
