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1
Decision/action requested

This contribution proposes to a new key issue for TR33.850.
2
References

[1]
TR 23.757 v.1.1.0
3
Rationale

NEF and MBSF support external exposure of capabilities to AF and interaction with AF.The security protection between AF and 5GC is needed. 
4
Detailed proposal

It is proposed to approve the following changes in MBS TR.

***
BEGIN OF 1st CHANGE
***

5.X
Key Issue # X: Security protection between AF and 5GC
5.X.1
Key issue details

The adopted baseline architecture in TR 23.757 [2] provides the Network Functions including MBSF and NEF at Service Layer and exposure to Application Function. MBSF User Plane Function is denoted MBSF-U and MBSF Control Plane Function is denoted MBSF-C. These NFs support external exposure of capabilities to AF and interaction with provider.
The reference architecture provides the configuration variants for AF interaction with 5G Core Network, usage of NEF or MBSF-C in the control plane, and usage of N6, MB2-C or xMB-U in user plane. Three configuration options are descripted including (1) No MBSF, (2) MBSF, N33 towards AF and (3) MBSF, MB2-C/xMB-C towards AF. The protection between AF and NEF/MBSF-C/MBSF-U is needed. 
5.X.2
Security threats

If the interface between 5GC and AF is not well protected, the attacker may eavesdrop, modify or replay the mssage. In addition, the deliberated manipulation of the data between the 5GC and AF may disturb the communication.
If mutual authentication between 5GC and AF is not supported, the attacker may impersonate the actual source and publish fake content. 
5.X.3
Potential security requirements
Integrity protection, replay protection and confidentiality protection for communication between 5GC and AF shall be supported..

Mutual authentication between 5GC and AF shall be supported. 

The 5GC shall be able to determine whether the AF is authorized to interact with the relevant Network Functions.
***
END OF 1st CHANGE
***


