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1
Decision/action requested

It is requested that SA3 approves this new solution for key issue 11 based on using masked representations of identities during ProSe discovery
2
References

[1]
3GPP TR 33.847 Study on Security Aspects of Enhancement for Proximity Based Services in 5GS, v0.2.0
3
Rationale

This contribution provides a new solution for Key Issue#11, UE identity protection during ProSe discovery. The solution is based on using masked representations of temprorary UE identities. Both Model A and Model B of ProSe Direct Discovery are supported.
4
Detailed proposal

START OF CHANGE 1
6.Y
Solution #Y: Masked representation of identities
6.Y.1
Introduction

This solution addresses Key Issue #11, UE identity protection during ProSe discovery. 
The solution is based on the idea to use a temporary UE identity, called a Temporary Broadcast Identifier (TBI), which is masked before being broadcast, by using representations of the identifiers during announcing (i.e. broadcasting) and monitoring (i.e. filtering). The masking ensures that the TBI cannot be used to trace the UE and it cannot be used to impersonate the UE. The use of a temporary identifier ensures that no long-term permanent identifier is used which could be linked to the UE.
Editor's note: the need for a Temporary Broadcast Identifier is FFS.
The solution is described using the framework and terminology of ProSe Direct Discovery as described in TS 23.303 [5], i.e. for Model A discovery, the terms Announcing UE and Monitoring UE are used, and for Model B discovery, the terms Discoverer UE and Discoveree UE are used.
Editor's note: the applicability and working of the solution in out-of-coverage scenarios is FFS.
6.Y.2
Solution details
6.Y.2.1 
Solution for Model A
The solution for Model A consists of the following components:

-
The assignment of a temporary UE identity, called a Temporary Broadcast Identifier (TBI), to the Announcing UE by the 5GC;

- 
The use of a Discovery Code (DC), representing the TBI, that is broadcast by the Announcing UE for announcing its presence and its identity;

-
The use of a Discovery Filter (DF), that can be used by Monitoring UEs for recognizing and identifying the Announcing UE.
The corresponding information flows are described in Figure 6.Y.2.1-1 for the Announcing UE and in Figure 6.Y.2.1-2 for the Monitoring UE.
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Figure 6.Y.2.1-1 Direct discovery flows for Announcing UE
The steps performed by the Announcing UE during direct discovery are as follows, see also Figure 6.Y.2.1-1.
0.
Before performing direct discovery the Announcing UE is provisioned with a Temporary Broadcast Identifier (TBI); this provisioning can take place during earlier phases of direct discovery, e.g. during service authorization;
1.
At the start of direct discovery the Announcing UE requests and receives from the 5GC a Discovery Code (DC) which is a masked representation of its TBI;
Editor's note: how a Discovery Code can be created from a Temporary Broadcast Identifier is FFS.
2.
The Announcing UE broadcasts its DC so that it can be discovered by other UEs; in case of restricted discovery only authorized UEs shall be able to use the DC they receive.
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Figure 6.Y.2.1-2 Direct discovery flows for Monitoring UE
The steps performed by the Montoring UE during direct discovery are as follows, see also Figure 6.Y.2.1-2.

1.
At the start of direct discovery the Monitoring UE requests and receives from the 5GC a Discovery Filter (DF) which is a representation of the Discovery Code broadcast by Announcing UEs that can be used to check for a match;

2.
The Monitoring UE uses the DF in order to try to match it against any received DCs; in case of a match it has discovered the Announcing UE that it looked for.

6.Y.2.2 Solution for Model B
The solution for Model B consists of the following components:

-
The assignment of  temporary UE identities, called  Temporary Broadcast Identifiers (TBI), to the Discoverer UE and the Discoveree UE;

- 
The use of a Query Code (QC), representing the TBI of the Discoverer UE, that is broadcast by the Discoverer UE for announcing its query in search for (one or more) Discoveree UEs; the Query Code both identifies the (properties of the) Discoveree UE and the Discoverer UE;
-
The use of a Query Filter (QF), that can be used by Discoveree UEs for recognizing the query sent by the Discoverer UE; it also can be used to identity the Discoverer UE (and based on that authorize the discovery of the Discoveree UE);
-
The use of a Response Code (RC), representing the TBI of the Discoveree UE, that is broadcast by Discoveree UE for announcing its response to the query received from the Discoverer UE; the Response Code also identifies the Discoveree UE;

-
The use of a Response Filter (RF), that can be used by Discoverer UEs for recognizing the response sent by the Discoveree UE; it also can be used to identify the Discoveree UE.
The corresponding information flows are described in Figure 6.Y.2.2-1 for the Discoverer UE and in Figure 6.Y.2.2-2 for the Discoveree UE.
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Figure 6.Y.2.2-1 Direct discovery flows for Discoverer UE

The steps performed by the Discoverer UE during direct discovery are as follows, see also Figure 6.Y.2.2-1.

0.
Before performing direct discovery the Discoverer UE is provisioned with a Temporary Broadcast Identifier (TBI) by the 5GC; this provisioning can take place during earlier phases of direct discovery, e.g. during service authorization;

1.
At the start of direct discovery the Discoverer UE requests and receives from the 5GC a Query Code (QC) and a Response Filter (RF); the Query Code is a masked representation of the TBI of the Dicoverer UE and of the Discoveree UEs that it wants to discover; the Response Filter is a representation of the Response Code broadcast by Discoveree UEs that can be used to check for a match;
2.
The Discoverer UE broadcasts its QC so that it can be received by the Discoveree UEs that it looks for;
3.
The Discoverer UE uses the RF in order to try to match it against any received RCs; in case of a match it has discovered a Discoveree UE that it looked for.
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Figure 6.Y.2.2-2 Direct discovery flows for Discoveree UE
The steps performed by the Discoveree UE during direct discovery are as follows, see also Figure 6.Y.2.2-2.

0.
Before performing direct discovery the Discoveree UE is provisioned with a Temporary Broadcast Identifier (TBI) by the 5GC; this provisioning can take place during earlier phases of direct discovery, e.g. during service authorization;

1.
At the start of direct discovery the Discoveree UE request and receives from the 5GC a Query Filter (QF) and a Response Filter (RC); the Query Filter is representation of the Query Code broadcast by Discoverer UEs that can be used to check for a match; the Response Code is a masked representation of the TBI of the Discoveree UE;
Editor's note: how a Query Filter is created is FFS.
2.
The Discoveree UE uses the QF in order to try to match it against any received QCs; in case of a match it has received a query from an interested Discoverer UE;
3.
The Discoveree UE broadcasts its RC so that it can be received by the interested Discoverer UE.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
END OF CHANGE 1
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