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1	Decision/action requested
Solution proposal for SQNms protection by concealment in ME to address key issue #4.1 in TR 33.846.
2	References

3	Rationale
As described in key issue #4.1 of TR 33.846:
The freshness parameter for the calculation of AK (the keystream that protects the SQN returned to the network) during a re-synchronisation in AKA is the random number RAND from the challenge. An attacker can force the re-use of RAND and hence the keystream AK may be used multiple times to protect different SQNs [4]. The attacker could leverage the feedback from the network side and conduct an activity monitoring attack to break subscribers' privacy. It is preferable to avoid such keystream re-use. 
The presented solution proposal prevents the attacker from retrieving any SQNMS information from UE in a way that both UE and HE side need to do a proactive / prior step before AKA challenge begins during primary authentication. SUCI concealment is done in the ME in this solution.

4	Detailed proposal

***** START OF CHANGES

6.4.X		Solution #4.X: SQN protection by concealment with SUPI in ME
6.4.X.1	Introduction
This solution addresses the key issue #4.1 Protection of SQN during AKA re-synchronisations. 
6.4.X.2	Solution details
This solution is based on solution #4.3 (from TR 33.846), which addresses USIM concealing SQNMS and SUPI together, to protect SQN during AKA re-synchronisation. This solution works for SUCI concealment in ME. 
According to TS 33.501 clause 6.12.3: If the operator's decision is that ME shall calculate the SUCI, the home network operator shall provision in the USIM an ordered priority list of the protection scheme identifiers that the operator allows. The priority list of protection scheme identifiers in the USIM shall only contain protection scheme identifiers specified in Annex C from TS 33.501, and the list may contain one or more protection schemes identifiers. The ME shall read the SUCI calculation information from the USIM, including the SUPI, the SUPI Type, the Routing Indicator, the Home Network Public Key Identifier, the Home Network Public Key and the list of protection scheme identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list are obtained from the USIM. 
Editor's Note: It is ffs how ME calculates SUCI using the above scheme.
6.4.X.3 	Evaluation
TBD
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