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1
Decision/action requested

Introduction of a solution on the new key issue on securing the processing of tampered data
2
References

 [1]
3GPP 
3
Rationale

A key issue has been introduced on processing of tampered data (S3-203278). This contribution provides a solution.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.866.

********** START OF CHANGES

6.Y
Solution#Y: Processing of tampered data 

6.Y.1
Introduction

This solution addresses key issue #X.
Consumer functions request analytics from the analytics function. The analytics function then requests the necessary data from the data providers which is then processed by the analytics function before analytics data is sent back in a reply to the consumer. While 3GPP provides sound security on network level, the data used by AI/ML is not being subject to these security controls so far. The attack potential makes it necessary that a 5GS analytics function must be protected from processing unsanitized/tampered data received from different resources (data providers).
Thus, to protect 5GS analystic functions from attacks on data level (i.e. manipulated data to influence analytics result), a proctection mechanisms is required. This mechanism needs to be suited to procted different types of analytics functions and input data. 
6.Y.1
Solution details

To protect 5G analytics function from attacks on data level, an additional function (NF for Adversarial ML protection) is added to the analytics process which will provide protection on data level. The analytics function therefore sends, based on the request for analytics in step 1, the data request via the NF for Adversarial ML protection (step 2), which forwards it to the data provider (step 3).

The NF for Adv. ML protection is able to sanitize input data to filter potentially malicious modifications. For this, a set of sanitation algorithms are included in the function and an identifier is provided to indicate which sanitation policy to use. The sanitation policy includes the type of data that is expected and the type of sanitation that is required. The policies are pre-configured by the operator.

Before the analytics function re-collects and processes the information from the data provider, the NF for Adversarial ML protection pre-processes the analytics data receiced in a reply from the data provider in step 4, i.e. it provides sanitation to the collected data before forwarding it back to the analytics function in step 5. The analytics function then processes the sanitized data. After the analytics function has processed the data, it sends the result to the consumer that requested the analytics.
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6.Y.1
Evaluation

The proposed solution satisfies the stated security requirements of key issue #X.
********** END OF CHANGES
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