3GPP TSG-SA3 Meeting #101-e 
S3-203258
e-meeting, 9th -20th November 2020












Revision of S3-20xxxx
Source:
Ericsson
Title:
Discussion on the need for SN ID at the AAA-S side
Document for:
Discussion

Agenda Item:
4.10
1
Decision/action requested

It is proposed to endorse this discussion paper deciding no SN ID is needed
2
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3
Rationale

During numerous SA3 meetings there has been discussion on the need for introducing a SN ID at the AAA-S side of the network slice specific authentication and authorization procedure. Where the justification has been a case where the UE is registered with two PLMNs, one over 3GPP access the other non-3gpp access. Both PLMNs support the same slice.

In this case it has been argued the AAA-S needs to differentiate between the two SN IDs in order to understand that the requests come from separate serving networks. In addition, in order to trigger re-authentication correctly.

RFC 3748 [1] specifies in section 4.1 that there is an identifier used to differentiate between new requests and retransmissions. 

“In order to avoid confusion between new Requests and

      retransmissions, the Identifier value chosen for each new Request

      need only be different from the previous Request, but need not be

      unique within the conversation.  One way to achieve this is to

      start the Identifier at an initial value and increment it for each

      new Request.  Initializing the first Identifier with a random

      number rather than starting from zero is recommended, since it

      makes sequence attacks somewhat more difficult.”

Observation 1: The EAP framework can differentiate between two identical requests. E.g. when requests using the same EAP ID, same S-NSSAI over both access types they are differentiated with the identifier specified in RFC 3748.

Observation 2: Introducing the SN-ID at the AAA-S side may cause issues since the AAA-S must be synchronized continously in case the UE changes Serving network. Further if the UE moves to a serving network not supporting the slice the AAA-S may be left to attempt revocation wihout being able to locate the UE.

4
Detailed proposal

Proposal 1: It is proposed to end the discussions on the need for including the SN ID in SA3.
