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1
Decision/action requested

It is requested to endorse the proposal on UE handling newly generated KAUSF
2
Discussion 
This contribution clarifies, when the new KAUSF is stored (may be replaces the old KAUSF) at the UE. 
Particularly, when 5G AKA is performed, there is no clear indication from the network to the UE, if the primary authentication is successful or not from the network point of view. The indication of successful authentication in the network side is implicit, that is based on the first NAS message (for example, NAS SMC, Registration/Service Accept) from the network or based on the expiry of the timer T3516 or based on the 5GMM state transitions. Further the UE supports storage of a single KAUSF, irrespective of the serving network (c.f., TS 31.102 clause 4.4.11.6).
Observation 1: UE supports storage for a single KAUSF at any point of time.
Absence of the indication does not introduce any impact in the UE to determine when to activate the newly generated partial native security context, as the network initiates the SMC procedure to activate the partial security context whenever needed, but for handling KAUSF, no indication introduces issues in the UE. Since there is no explicit authentication status information from the network immediately, the UE considers authentication is successful based on successful verification of the AUTN on the USIM and stores the newly generated KAUSF as the latest KAUSF. However, if the authentication is not successful in the network, for whatsoever reason, then the latest KAUSF stored in the UE and in the AUSF are different and the UE drops the valid KAUSF. This leads to failure of SoR, UPU and AKMA procedures.
Observation 2: Current understanding is, the UE stores the newly generated KAUSF as the latest KAUSF, if the AUTN verification is successful in the UE. 

Observation 3: If the UE stores the newly generated KAUSF as the latest KAUSF, considering only successful authentication in the UE side, then it may lead to out-of-sync in the KAUSF stored in the UE and in the network, if the authentication is not successful in the network. 


[image: image1.emf]3. <N1 message>

(SUCI or 5G-GUTI)

4. Nausf_UEAuthentication_Authenticate 

Request

(SUCI or SUPI, SN-name)

5. Nudm_UEAuthentication_Get Request

(SUCI or SUPI, SN name)

UE AMF/SEAF#2 AUSF UDM/ARPF

11.  Authentication Request

7. Nudm_UEAuthentication_Get 

Response

(5G HE AV, [SUPI], [AKMA indication])

6. Generate AV

9. Nausf_UEAuthentication_Authenticate 

Response (5G SE AV)

13. Authentication Response

16. Nausf_UEAuthentication_Authenticate 

Request (RES*)

17. RES* Verification fails

18. Nausf_UEAuthentication_Authenticate 

Response (Result)

8. Store XRES* and Calculate HXRES*

15. Calculate HRES* and compare to HXRES* 

19. Auth Reject

1.Kausf#1 is stored 1. Kausf#1 is stored 1. AUSF Ins#1 is stored

AMF/SEAF#1

1. UE is Registered and has 

active PDU sessions

2. UE initiates registration procedure via N3A

14. Overwrites Kausf#1 with #2

12. Calculate Authentication Response (RES*) 

and derives new Kausf#2

21. Nudm_SDM_Notification (UPU, protected using Kausf#1)

22. DL NAS Transport 

23 Verification fails, as UE uses Kausf#2 for UPU-MAC-I

AUSF

 verification

20. Nausf_UPUProtection service











Fig 1: Issue in handling the newly generated KAUSF at the UE
Fig-1 illustrates the issue in handling the newly generated KAUSF, in case 5G AKA is used as the authentication method. There is no wait time defined for the UE to expect a NAS message from the AMF after Step-13 and it is up to the AMF to initiate the NAS message after Step-18, based on the result from the AUSF. Therefore, currently understanding is that the UE considers the authentication is successful, if the verification of AUTN is successful at Step-12 and immediately after sending the Authentication response at Step-13, the UE stores/replaces the old KAUSF with the newly derived KAUSF as the latest.
Observation 4: There is no explicit timer defined for the UE to wait for the Authentication status message from the network, to handle the newly generated KAUSF appropriately. 

TS 24.501 specified Timer T3516 (see Table 1), which is used to determine when to delete the stored RAND and RES* in the UE. Expire of the T3516 cannot be used to determine whether to store/replace the old KAUSF with the newly derived KAUSF as the latest, as T3516 can be stopped based on reception of NAS messages, transmission of the NAS message and also 5GMM state transitions.  
	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON EXPIRY

	T3516
	30s
NOTE 7
NOTE 8
In WB-N1/CE mode, 48s
	5GMM-REGISTERED-INITIATED
5GMM-REGISTERED
5GMM-DEREGISTERED-INITIATED
5GMM-SERVICE-REQUEST-INITIATED
	RAND and RES* stored as a result of an 5G authentication challenge
	SECURITY MODE COMMAND received
SERVICE REJECT received
REGISTRATION ACCEPT received
AUTHENTICATION REJECT received
AUTHENTICATION FAILURE sent
5GMM-DEREGISTERED, 5GMM-NULL or
5GMM-IDLE mode entered
	Delete the stored RAND and RES*


Table 1: Excerpt from TS 24.501 on T3516 Timer 
Observation 5: Expire of the timer T3516 alone cannot be taken to determine whether to store the newly derived KAUSF as the latest (which may replace the old KAUSF).
3
Solution 

Considering the observations in the clause 2 of this contribution, there is need for a mechanism to determine when to store the newly generated KAUSF as the latest KAUSF. It is proposed to reuse the existing timer T3516 and based on the first NAS message from the AMF, the UE determines whether the AUSF stored the key or not. Further as shown in Fig-2, only if the first message is Authentication Reject then the newly generated KAUSF is not taken as the latest. Other than Authentication Reject, if the UE receives any other NAS message (accept/reject/SMC), then the UE considers authentication is successful in the network and the AUSF stored the newly generated KAUSF.  
Proposal 1: If the timer T3516 is stopped by the Authentication Reject message, then the primary authentication is considered as unsuccessful and the newly generated KAUSF is not taken as latest KAUSF. If the timer T3516 is stopped by other than Authentication Reject message or on expiry of the timer T3516, the primary authentication is considered as successful and the UE stores the newly generated KAUSF.
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Fig 2: Illustrate the use of Timer T3516 and the NAS message from the AMF to determine whether the newly generated KAUSF to be considered as latest or not.
4
Proposal

Following are the observation captured in this contribution:

Observation 1: UE supports storage for a single KAUSF at any point of time.
Observation 2: Current understanding is, the UE stores the newly generated KAUSF as the latest KAUSF, if the AUTN verification is successful in the UE. 

Observation 3: If the UE stores the newly generated KAUSF as the latest KAUSF, considering only successful authentication in the UE side, then it may lead to out-of-sync in the KAUSF stored in the UE and in the network, if the authentication is not successful in the network. 

Observation 4: There is no explicit timer defined for the UE to wait for the Authentication status message from the network, to handle the newly generated KAUSF appropriately. 

Observation 5: Expire of the timer T3516 alone cannot be taken to determine whether to replace the old KAUSF with the newly derived KAUSF as the latest.
The following is proposed to address the KAUSF handling issue, which has no impact to the existing procedures:
Proposal 1: If the timer T3516 is stopped by the Authentication Reject message, then the primary authentication is considered as unsuccessful and the newly generated KAUSF is not taken as latest KAUSF. If the timer T3516 is stopped by other than Authentication Reject message or on expiry of the timer T3516, the primary authentication is considered as successful and the UE stores the newly generated KAUSF.
Based on proposal 1, CR to clause 6.2.2.2 is proposed (along with other updates related to KAUSF handling). SA3 is requested to endorse the proposal 1 in this contribution and agree the CR S3-20ABCD.
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