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1
Decision/action requested

It is requested to approve this contribution to add details on exposed information for user consent in MUSIM in clause 5 for TR 33.867.
2
References

[1]
3GPP TS 23.558: "Architecture for enabling Edge Applications (EA) ".
[2]
3GPP TR 33.867: "Study on User Consent for 3GPP services".
3
Rationale

This contribution is proposed to add details about the exposed information in Edge Computing when user consent is not considered.

4
Detailed proposal

*****Start of change*****
5 
System architecture
Editor’s Note: This clause will present the system architecture on user consent for 3GPP services, i.e. which part of 5G and connected systems are considered, what a data is expected to be processed, and for what purpose.

5.X
User consent for exposure of user information in Edge Computing
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Figure 5.X-1: Architecture for enabling edge applications
Providing the private information, of the UE and/or of the network, to a 3rd party servers is privacy concern. For e.g. providing a device specific information (e.g. a UE identifier), a service identifier, user information (e.g. a user profile ID in an application), authorization credentials, etc exposes the user privacy. 
EDGE-3 reference point enables interactions between the Edge Enabler Server and the Edge Application Servers. It supports:

a)
registration of Edge Application Servers with availability information (e.g. time constraints, location constraints);

b)
de-registration of Edge Application Servers from the Edge Enabler Server;

c)
discovery of target Edge Application Server information to support application context transfer;

d)
providing access to network capability information (e.g. location information, QoS related information); and

e)
requesting the setup of a data session between Application Client and Edge Application Server with a specific QoS.

There are some UE Identifier i.e., GPSI may be used by EAS to obtain sensitive information about a UE, such as its location. In such cases, an Edge Enabler Server may provide UE Identifier (GPSI) to the Edge Application Server in order to uniquely identifying a UE. Further, the Edge Enabler Server may provide the UE location to the Edge Application Server in order to support tracking or checking the valid location of the UE. It is a threat for user privacy, if the User specific ID reaches to an edge application in the edge data network without knowledge of the user. In order to expose such user related private information to the Edge Application servers, consent from the user is needed. 
*****End of change*****
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