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1
Decision/action requested

It is proposed to approve the editorial corrections to the TR.
2
References

 [1]
Void
3
Rationale

During SA3#100bis-e MCC provided a list of editorial comments for the TR. This contribution addresses most of these comments. 
4
Detailed proposal

**** 1st CHANGE ****
1
Scope

The scope of this document is the following

· key issues, potential security requirements and solutions of how to enhance the authentication process to ensure the security of session anchor keys in case the long-term key is leaked.

· key issues, potential security requirements and solutions of how to mitigate the linkability attacks
· key issues, potential security requirements and solutions of how to mitigate the impacts of potential DDoS threats due to concealing the SUPI. 

· key issues, potential security requirements and solution of how to mitigate the leaking of SQN values during AKA re-synchronisation.
**** 2nd CHANGE ****
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
[3]
3GPP TS 33.102: "Security architecture".

[4]
Ravishankar Borgaonkar (published online: July 2019), "New Privacy Threat on 3G, 4G, and Upcoming 5G AKA Protocols", https://eprint.iacr.org/2018/1175.pdf
[5]
3GPP TS 29.503: "5G System; Unified Data Management Services".
[X1]
3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".

[X2]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

**** 3rd CHANGE ****
5.3.1
Key Issue #3.1: Key issue on fraudulent attack due to expired authentication result in the UDM 

5.3.1.1
Key issue details

TS 33.501 [2] clause 6.1.4 specifies that the authentication result will be stored by the UDM after the successful authentication, and can be used to link authentication confirmation to the subsequent procedures, in order to prevent certain types of fraud, e.g. fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM while the subscriber is not actually present in the visited network. 

However, in the case of UE/network-initiated deregistration procedure or SMC failure after AKA in the registration procedure, UDM still has the authentication result, according to TS 29.503 [5]. This may cause security issues. Fraudulent UDM service request like fraudulent Nudm_UECM_ Registration service request sent by the AMF may be accepted by the UDM, , and the UDM may store the AMF ID as the current AMF serving for the UE, even though the UE is already deregistered from the serving network. Therefore, in the deregistration or NAS SMC failure case described above, the authentication result is removed, considering the authentication result usage specified in TS 33.501 [2] clause 6.1.4.
Editor’s Note: Align with the objective of the study needs to be clarified.

Editor’s Note: Key issue details are FFS.

**** 4th CHANGE ****
6.2.1.2
Solution details
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Figure 6.2.1.2: Authentication procedure for 5G AKA

The authentication procedure of 5G AKA in 6.1.3.2.0 of TS 33.501 [2] is followed with the modifications:

Step 3.
The AUSF stores the XRES* temporarily together with the received SUCI or SUPI. The AUSF stores the KAUSF.
Step 8.
The UE returns RES* to the SEAF in a NAS message Authentication Response. The UE stores the KAUSF.

Step 11.When the AUSF receives as authentication confirmation the Nausf_UEAuthentication_Authenticate Request message including a RES* it may verify whether the AV has expired. If the AV has expired, the AUSF may consider the authentication as unsuccessful from the home network point of view, and in this case the AUSF removes the KAUSF stored in step 2. AUSF compares the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF considers the authentication as successful from the home network point of view, and in this case the AUSF removes the old KAUSF stored during previously successful authentication if exists. AUSF informs UDM about the authentication result (see sub-clause 6.1.4 of the present document for linking with the authentication confirmation).

The handling of Sync failure in 6.1.3.3 of TS 33.501 [2] is followed with the modifications:

**** 5th CHANGE ****
6.2.2.2
Solution details

The basic idea of the solution is that the UE sends only one encrypted message to the network to indicate the error message type (MAC_FAIL, SYNC_FAIL) if the UE authentication network fails. This message is protected by using the encryption key KE and the integrity key KM, which are derived from the session anchor key KAUSF that is known to the UE and the network.  Since this message is encrypted, the attacker cannot get the content of this message, and can not initiate a linkability attack. Moreover, the SQN is not disclosed even if the key stream to encrypt the SQN is resued, since the AUTS which is the XORes value between SQN and the key stream is encrypted with the key KE. The procedure of the proposal is illustrated in the following figure. 
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The steps of the proposal are as follows.
1.
The network authenticates the UE using the selected authentication protocol.
2.
The UE verifies the network. If the verification fails, an Authentication Response message is generated, which includes FAIL_CAUSE, Nonce, SUPI, and RES_DATA. The value of FAIL_CAUSE can be MAC_FAIL, SYNC_FAIL. Nonce is a one-time random number that makes the ciphertext of the Authentication Response message different each time to prevent the attacker from guessing the actual value of FAIL_CAUSE. The SUPI of the UE may be optionally sent to the network in this message to prevent the SEAF from initiating an Identity Request message to the UE. In this way, SEAF could only send an Authentication Request message to the UE regardless of whether it is MAC_FAIL or SYNC_FAIL, thereby avoiding the linkability attack raised by that the SEAF acknowledeges the UE with different actions after receiving the different Authentication Response message specified in reference [3].  If the value of FAIL_CAUSE is SYNC_FAIL and RES_DATA is AUTS, it is generated according to reference [2] for restoring SQN synchronization between UE and network. If the value of FAIL_CAUSE is MAC_FAIL, RES_DATA is a random number whose length is the same as that of AUTS. This Authentication Response message is encrypted by using the ncryption key KE, and its MAC  is generated by using the integrity key KM. The generation of the keys KE and KM is carried out in accordance with the key derivation function KDF of TS 33.220 [X2] Appendix B, which is calculated as 
KE=KDF (KAUSF, RAND || length of RAND‖"Encryption Key"‖ Length of " Encryption Key"), 
KM=KDF (KAUSF, RAND || length of RAND‖"MAC Key"‖Length of "MAC Key" ). 
Here  " ‖" represents the string concatenation. 
The authentication failure message for the first UE registration is left unencrypted, i.e.  the initial value of KAUSF is set to zero.
3.
The UE sends an Authentication Response message to the SEAF. 
4.
The SEAF forwards the Authentication Response message to the AUSF in the message Nausf_UE Authentication_Authenticate request. 
5.
Like UE, the AUSF derives the encryption key KE and the integrity key KM from the session achnor key KAUSF. Further the AUSF verifies the MAC using the integrity key KM, and if the verification is successful, decrypts the message using the  encryption key KE.
6.
If FAIL_CAUSE is SYNC_FAIL, the AUSF sends a Nudm_UEAuthentication_Get request message to the UDM with the following parameters: RAND and AUTS. The UDM synchronizes the SQN of the network with the SQN of the UE according to AUTS and RAND.
7.
The AUSF sends FAIL_CAUSE and the SUPI of the UE to the SEAF.
**** 6th CHANGE ****
6.2.4.2
Solution details

The procedure works as follow when the USIM detects a MAC failure or a synchronisation failure during the authentication procedure. 
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Figure 6.2.4.2-1: Mitigation against linkability issue

1.
The home network sends an authentication request.

2.
The SEAF sends the authentication request to the UE. 

3.
The USIM verifies the freshness of the 5G authentication vector by checking whether the AUTN can be accepted. 

If the USIM detects a MAC failure, then the USIM returns a synchronisation failure message (AUTS) consisting of a random number. 

If the USIM detects a synchronisation failure, then the USIM generates a random value RAND_SQN, returns an AUTS containing RAND_SQN instead of the SQNMS and the corresponding MAC-S based on RAND_SQN.

4.
The UE sends the authentication response to the SEAF.

5.
The SEAF sends to the home network a Nausf_UEAuthentication_Authenticate Request with a synchronization failure indication.

6.
The home network checks the MAC-S value send by the USIM.

If the MAC-S verification is successful then the home network knows that the failure corresponds to a synchronization failure. Otherwise, the home network concludes that the failure corresponds to a MAC failure.

The home network can take the decision to create a new authentication vector either to run a new authentication procedure or to run an authentication procedure for resynchronisation in order to retrieve the SQNMS value from the UE.
In case of authentication procedure for resynchronisation:
7.
The home network decides to perform authentication procedure.
The home network retrieves RAND_SQN from the AUTS previously sent by the USIM, generates a new random RAND_SVR and computes RAND_Sync, where RAND_Sync = RAND_SQN || RAND_SVR

The home network computes an authentication vector built with RAND_Sync, sets AMF field to indicate a resynchronization procedure, and sends the authentication vector to the SEAF.
8.
The home network sends an authentication request.

9.
The SEAF sends the authentication request to the UE. 

10.
The USIM verifies the freshness of the 5G authentication vector by checking whether the AUTN can be accepted. 

If the MAC is valid and if the AMF field indicates a resynchronization procedure, then the USIM verifies that the received RAND_Sync has been generated based on the USIM Random_SQN previously sent. If the verification of the RAND_Sync is successful, then the USIM computes AK = f5K (RAND_Sync), and returns AUTS (SQNMS ( AK || MAC-S). 

11.
The UE sends the Authentication response to the SEAF.

12.
The SEAF sends to the home network a Nausf_UEAuthentication_Authenticate Request with a synchronization failure indication.

13.
The home network checks the MAC-S value sent by the USIM.

If the MAC-S verification is successful then the home network knows that the failure corresponds to a synchronization failure. Additionnaly, the home network knows that an authentication procedure for resynchronisation procedure is ongoing. Consequently, the home network uses RAND_Sync to compute AK and retrieves SQNMS. 
Additionally, in order to improve the security, the following steps can take place:  

· -
The USIM records all authentication errors (MAC and Sequence Number errors)

· -
The USIM informs the user of potential attack when counters reaches a pre-defined threshold
· -
Once the connection is established, the USIM reports the attack location and attack scenario. 
The solution impacts only the USIM and the home network. The solution requires change of the USIM. 

**** 7th CHANGE ****
6.2.4.3
Evaluation

6.2.4.3.1
Active attack

The solution protects against linkability attacks based on recognizing MAC / synchronization failures on the radio interface, and protects the procedure for resynchronization thanks to the addition of new parameter RAND_Sync. 

6.2.4.3.2
Modification of failure message

The solution proposed that both MAC failure message and Sync failure has same format, only one of them includes the MAC. The attacker could modify any of them to make the MAC verification failed. 

-   If the failure message is MAC failure message, it contains a random number instead of the MAC-S in AUTS. Supposing the attacker tamper the content, then after the network verify the MAC-S, it will fail, then the network take this failure message as the the MAC failure. 

-   If the failure message is Sync failure message, it contains a MAC-S in AUTS. Supposing the attacker tampers the MAC-S, then after the network verify the MAC-S, it will fail, then the network takes this failure message as the MAC failure, which is incorrect.

This could lead to attack in which all the failure message will be taken as the MAC failure, and the original MAC failure is tampered while the network is not aware, then upon receipt of an authentication failure message, the AMF/SEAF may initiate new authentication towards the UE.

But, this attack is not new, it already exists in AKA. 

6.2.4.3.3
Unified failure message

The solution proposes a unified format for MAC failure and synchronisation failure since the key issue on "resilience against identifier linkability" (key issue in clause 5.2) results from the fact that an attacker could distinguish the MAC failure and the synchronization failure sent by the UE. The solution does not propose to have a unified authentication response to cover scenarios where 1- the verification of the AUTN successful, or 2- there is MAC failure, or 3- there is synchronization failure since the integration of the RES in the unified format would have implied substantial changes to the AMF.

6.2.4.3.4
Authentication for resynchronization

The changes to the authentication procedure with addition of RAND_SQN improves the security since the presence of RAND_SQN, generated by the USIM, ensures that the RAND_Sync value (RAND_Sync = RAND_SQN || RAND_SVR) used for the authentication for resynchronization is not a RAND value corresponding to previous successful authentications. Additionally, thanks to the use of the AMF field sent by the home network to indicate a resynchronization in the authentication request of step 8, the USIM knows that the resynchronization is requested by the home network. 

Editor’s Note: Further evaluation is FFS.
**** 8th CHANGE ****
6.2.5.2
Solution details 
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Figure 6.2.5-1: Signaling flow of mitigation against the linkability attack
1.
In the authentication procedure, the AMF sends the authentication request message, which contains AUTN and RAND, to the UE.

2.
After receiving the authentication request message, the UE verifies the MAC and the SQN in the AUTN. If the verification fails, the UE encrypts the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI，as specified in the following:

· -
If the authentication failure cause is MAC failure, the UE constructs a scheme-input including 5GMM Cause (MAC failure) AUTS consisting of a random number.

· -
If the authentication failure cause is Synch failure, the UE constructs a scheme-input including 5GMM Cause (Synch failure) and AUTS. 
The UE executes the protection scheme (Profile A or Profile B) with the constructed scheme-input as input and take the output as the encrypted cause (indicated by "Enc(Cause)"). The encryption of the authentication failure cause value is calculated in either USIM or ME.

3.
The UE sets the 5GMM Cause in the message to the newly defined "MAC failure or synch failure", to indicate that the authentication failure is caused by MAC failure or Synch failure. The UE sends the newly defined 5GMM Cause and the encrypted authentication failure cause to the AMF within the authentication failure message.
4.
Upon receive of the authentication failure message, the AMF parses the 5GMM Cause IE in the message. If the 5GMM Cause IE is the newly defined "MAC failure or synch failure", the AMF decides to send the encrypted authentication failure cause to the UDM for decryption.
5.
The AMF sends the Enc(Cause) and RAND to the AUSF through Nausf_UEAuthentication_Authenticate Request.
6.
The AUSF sends the Enc(Cause) and RAND to the UDM through Nudm_UEAuthentication_Get Request.
7.
UDM decrypts the Enc(Cause). The UDM decrypts the Enc(Cause) by using the method of decrypting the SUCI, and obtains the specific authentication failure cause. The UDM determines the subsequent procedures (e.g. re-authentication or notifying the AMF of the authentication failure cause) based on the decrypted authentication failure cause.
8a.
If the authentication failure cause is Synch failure, the UDM acts as described in TS 33.501 [2], clause 6.1.3.3.2, where a new authentication procedure with UE will be initiated. The Step 9 to Step 10 is omitted.

8b.
If the authentication failure cause is MAC failure, the UDM sends the decrypted authentication failure cause to the AUSF through Nudm_UEAuthentication_Get Response.
9.
The AUSF sends the decrypted authentication failure cause to the AMF through Nausf_UEAuthentication_Authenticate Response.
10.
The AMF may initiate new authentication towards the UE based on the authentication failure cause.
**** 9th CHANGE ****
6.2.5.3
Evaluation

In this solution, the UE encrypts the authentication failure cause value (MAC failure or Synch failure) by using the method of calculating the SUCI and sends it to the core network. Only the NF in the core network can decrypt and obtains the specific failure cause. Thus, the attacker cannot distinguish the specific authentication failure cause, thereby preventing the breach of the user’s untraceability and mitigating the linkability attack. 

The solution fulfils the potential security requirements from Key Issue #2.1: "The 5G system shall support mechanisms to mitigate the Linkability attacks". The solution only addresses one kind of linkability attacks which are based on recognising SYNC and MAC failures.
The visited network is impacted, and not backward compatible.

The UE constructs a scheme-input including 5GMM Cause (MAC failure), the length of which may exceed the current maximum length of MAC failure message, hence the size of the MAC failure message may be impacted.
This solution relies on the availability of SUCI mechanism. If the 5GS or the UE does not support the SUCI mechanism, the solution cannot work. 
**** 10th CHANGE ****
6.2.6.2.2
Provisioning Process

The core network and UEs use PKI principles to perform mutual authentication.

The following method is used to provision the certificates into the UEs.

UEs are pre-loaded with X.509 certificates with signed public keys for the UDM in which they are allowed to connect. The UDM would likewise be pre-loaded with certificates of eligible UEs.

· -
Each UDM has a public and private key pair (UDM_PUB_Key, UDM_PRI_Key).

· -
UEs have a corresponding public and private key pair (UE_PUB_Key, UE_PRI_Key).

· -
Each core network shares its public key (UDM_PUB_Key) with all UEs with a certificate. The certificate has a subject name that ties with the UDM ID.

· -
UEs share their public keys (UE_PUB_Key) with a certificate with the core network.

**** 11th CHANGE ****
6.2.6.2.3
Call Flows

The call flow procedures are illustrated below.

6.2.6.2.3.1
Scenario 1 for valid SUPI:

1.
AMF sends the registration request message to the UDM. The UDM retrieves the corresponding subscription information for the UE including the UE_PUB_Key.

2.
For the UDM, if the SUPI is valid, the UDM encrypts the authentication request message using UE_PUB_Key and sends it to the AMF. The AMF sends the encrypted authentication request message to the UE.

3.
After receiving the encrypted authentication request message, the UE uses the UE_PRI_Key to decrypt the message and then verifies the MAC and the SQN in the AUTN.

4a.
If the verification succeeds, the UE encrypts the authentication response message by using UDM_PUB_Key, and then execute step 5a.

4b.
If the verification fails, the UE encrypts the authentication failure message regardless of the 5GMM cause (e.g. MAC failure or Synch failure) by using UDM_PUB_Key, and then execute step 5b. (Note: The authentication failure message has the same size regardless of the 5GMM cause. See Table 8.2.4.1.1: AUTHENTICATION FAILURE message content in TS24.501.)

5a.
The UE sends the encrypted authentication response message to the AMF.

5b.
The UE sends the encrypted authentication failure message with 5GMM cause to the AMF.

6.
Upon receiving of the encrypted authentication response message or authentication failure message, the AMF sends the message to UDM for decryption.

7.
The UDM uses the UDM_PRI_Key to decrypt the authentication response message or the authentication failure message. The UDM determines the subsequent procedures as described in TS 33.501 [2].

6.2.6.2.3.2
Scenario 2 for invalid SUPI:

1.
AMF sends the registration request message to the UDM. The UDM retrieves the corresponding subscription information for the UE including the UE_PUB_Key.

2.
For the UDM, if the SUPI is invalid, the UDM encrypts the registration reject message using UE_PUB_Key and sends it to the AMF. The AMF sends the encrypted registration reject message to the UE.

3.
After receiving the encrypted registration reject message, the UE uses the UE_PRI_Key to decrypt the message. The UE determines the subsequent procedures as described in TS 24.501 [X1]
Editor’s Note: The authentication procedure includes the AUSF. Sequence flows and explanation showing the AUSF behaviour is needed.

**** 12th CHANGE ****
6.2.6.3
Evaluation

In this solution, the UE encrypts NAS messages during authentication by leveraging PKI certificates and public / private key pair. Only the UDM in the core network can decrypt and obtain the contents of these messages. The decryption of the encrypted SUPI for every Registration request adds much load to the UDM and will create more congestion at UDM.
For the linkability attack, the attacker cannot distinguish the specific authentication failure cause in the authentication failure message, thereby preventing the breach of the user’s untraceability and mitigating the linkability attack. 

The solution fulfills the security requirements from Key Issue #2.1: "The 5G system shall support mechanisms to mitigate the linkability attacks".

For the attack of SQN during AKA re-synchronisations, the contents of the authentication failure message (with an authentication failure message with synchronisation failure [AUTS]) is encrypted, where the AUTS is a function of the protected SQN (using f5 and key stream [RAND]). As a result, the attacker is not able to exploit the AUTS for breaking the protection of SQN inside.

The solution fulfills the security requirements from Key Issue #4.1: "The 5G system shall support mechanisms to mitigate the attacks of SQN during AKA re-synchronisations". 
It is not backward compatible.

There is minimal overhead for the messages due to the nature of public key encryption; however, there is processing cost.

This solution relies on the availability of PKI architecture.
Editor’s Note: It is FFS how provisioning of certificates to all UE and UDM works.

Editor‘s Note: It is FFS for the impact to the visited network.

Editor’s Note: It is FFS to evaluate the complexity of PKI for Key Issue#2.1 and Key Issue #4.1.

Editor’s Note: it is FFS how to securely update the root CA(s) in all the UEs in case that the root CA is common to different operators.

Editor’s Note: The impact on the solution of multiple UDM insta3nces in the PLMN is FFS

**** 13th CHANGE ****
6.4.4

Solution #4.4: SQN protection during re-synchronisation procedure in AKA 

6.4.4.1
Introduction

This solution addresses the key issue #4.1.

The following sequence chart illustrates what is already specified in TS 33.501 [2] clause 6.1.3.3 for the case of authentication request that results in a synchronization failure. Additions are in step 5 and step 9. The description is applicable when 5G AKA is used. However, the proposed mechanism of setting AUTS to all zeros is not limited to the use of 5G AKA but is also applicable if EAP-AKA' is used. Further, the solution would be also applicable to older generations than 5G.

**** 14th CHANGE ****
6.4.4.2
Solution details
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Figure 6.4.4.2-1: Illustration of UE and HE synchronization failure detection handling 
1.
Authentication vector is generated during authentication procedure in UDM/ARPF.

2.
Nudm_UEAuthentication_Get Request carrying the AUTN, RAND value in 5G HE AV from UDM/ARPF to AUSF.

3.
Nausf_UEAuthentication_Authenticate Response carries the AUTN, RAND value in 5G SE AV from AUSF to AMF/SEAF.

4.
AMF/SEAF sends AUTN, RAND value to UE in NAS Authentication Request message.

5.
After the receipt of Authentication Request message, when there is no synchronization failure, the UE computes an answer as described in TS 33.501 [2]. If, however the USIM detects a synchronization failure, it checks whether the current RAND value is stored on the USIM as a received RAND value. If this is not the case, it stores the RAND value in the USIM as a received RAND value and computes AUTS as specified in TS  33.102 [3]. Otherwise, it sets AUTS to all zeros. 

NOTE: According to this, only RAND values of challenges that result in a synchronization failure are stored on the USIM. The number of RAND values that the USIM stores is entirely up to the operator and the choice of the value affects only the USIM.  The USIM can discard the oldest stored RAND value in case there is otherwise no more room to store a new RAND value.
6.
UE includes AUTS provided by USIM in Authentication failure message to AMF/SEAF.
7. Upon receiving an authentication failure message with AUTS from the UE, the AMF/SEAF sends an Nausf_UEAuthentication_Authenticate Request message with a "synchronisation failure indication" to the AUSF. 

8.
AUSF sends a Nudm_UEAuthentication_Get Request message to the UDM/ARPF with RAND (sent to UE in preceding Authentication Request) and AUTS (received from AMF/SEAF).

9.
UDM/ARPF receives the AUTS. If AUTS is all zeros, UDM/ARPF proceeds by sending a Nudm_UEAuthentication_Get Response message with a new authentication vector with a new RAND value. Otherwise, UDM/ARPF proceeds as specified in TS 33.501 [2] in case of a synchronisation failure. 

**** 15th CHANGE ****
6.4.4.3
Solution summary

The solution would need to introduce in TS 33.102 [3], section 6.3.5, a new step 0 which checks for AUTS. If AUTS received is all zeros, then HE/AuC continues with step (6), otherwise it continues with step (1).
Note, this solution cannot fully avoid the discovery of SQNms values, but it provides a means for limiting the probability of SQNms leakage by recommending a high RAND storage in USIM. 

**** 16th CHANGE ****
6.4.4.4
Evaluation

The proposed solution has impact on the USIM and UDM.

The solution prevents the attacker from retrieving any SEQMS information from UE in a way that the existing AK (Anonymity Key) used in AUTS is enough to protect SEQMS without the need for changes of the protocol messages or the cryptographic operations.
By setting AUTS to all zeros in case of RAND-reusage, a sniffer or active attacker on the radio interface does not get any information from the synchronization failure, except the fact that there was a RAND repetition. In case the RAND repetition is due to a false base station replaying an authentication request, which the network has previously sent to a UE, to this same UE, the attacker is anyway aware that this is a RAND repetition. In regular traffic, on the other hand, it is highly unlikely that two authentication requests that cause a synchronization failure will have the same RAND. If this still happens, and the network receives an all zeros AUTS, the network gets no proof that this AUTS really comes from the UE, and the network will not be able to synchronize the SEQHE with the SEQMS. In this case it is still clear for the network that something went wrong with the authentication procedure, so the authentication procedure needs to be repeated. The network repeats the authentication request until it creates a RAND that has not been used to compute an AUTS before.

A potential attack on recording RAND values could estimate the number of RAND values stored on the USIM by trial-and-error. Once an attacker has filled the RAND storage and can repeat previously sent RANDs, the solution no longer provides significantly more effective protection of the SQN than a USIM without such RAND storage. The difficulty of the attack can be increased by configuring the USIM with high RAND storage.
Editor's Note: The limitation of RAND storage in USIM is FFS.

**** END OF CHANGES ****
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