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*************** Start changes ****************
[bookmark: _Toc19634562][bookmark: _Toc26875620][bookmark: _Toc35528370][bookmark: _Toc35533131][bookmark: _Toc45028473][bookmark: _Toc45274138][bookmark: _Toc45274725][bookmark: _Toc51167982]5.2	Requirements on the UE
[bookmark: _Toc19634563][bookmark: _Toc26875621][bookmark: _Toc35528371][bookmark: _Toc35533132][bookmark: _Toc45028474][bookmark: _Toc45274139][bookmark: _Toc45274726][bookmark: _Toc51167983]5.2.1	General
The support and usage of ciphering and integrity protection between the UE and the ng-eNB is identical to the support and usage of ciphering and integrity protection between the UE and the eNB as specified in TS 33.401 [10] with the following additional requirement(s):. 
· The UE shall support the use of integrity protection with the ng-eNB over the Uu interface if it supports E-UTRA connected to 5GC.
· The UE shall indicate its support of integrity protection with the ng-eNB if it supports E-UTRA connected to 5GC.
The PEI shall be securely stored in the UE to ensure the integrity of the PEI.
[bookmark: _Toc19634564][bookmark: _Toc26875622][bookmark: _Toc35528372][bookmark: _Toc35533133][bookmark: _Toc45028475][bookmark: _Toc45274140][bookmark: _Toc45274727][bookmark: _Toc51167984]5.2.2	User data and signalling data confidentiality 
The UE shall support ciphering of user data between the UE and the gNB.
The UE shall activate ciphering of user data based on the indication sent by the gNB.
The UE shall support ciphering of RRC and NAS-signalling.
The UE shall implement the following ciphering algorithms:
NEA0, 128-NEA1, 128-NEA2 as defined in Annex D of the present document.
The UE may implement the following ciphering algorithm:
128-NEA3 as defined in Annex D of the present document.
The UE shall implement the ciphering algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 
Confidentiality protection of the user data between the UE and the gNB is optional to use. 
Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.
Confidentiality protection should be used whenever regulations permit.
[bookmark: _Toc19634565][bookmark: _Toc26875623][bookmark: _Toc35528373][bookmark: _Toc35533134][bookmark: _Toc45028476][bookmark: _Toc45274141][bookmark: _Toc45274728][bookmark: _Toc51167985]5.2.3	User data and signalling data integrity 
The UE shall support integrity protection and replay protection of user data between the UE and the gNB. The UE shall support integrity protection of user data at any data rate, up to and including, the highest data rate supported by the UE.
The UE shall activate integrity protection of user data based on the indication sent by the gNB.
The UE shall support integrity protection and replay protection of RRC and NAS-signalling.
The UE shall implement the following integrity protection algorithms:
NIA0, 128-NIA1, 128-NIA2 as defined in Annex D of the present document.
The UE may implement the following integrity protection algorithm:
128-NIA3 as defined in Annex D of the present document.
The UE shall implement the integrity algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 
Integrity protection of the user data between the UE and the gNB is optional to use. 
NOTE:	Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:
All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected. 
All RRC signalling messages except those explicitly listed in TS 38.331 [22] as exceptions shall be integrity-protected with an integrity protection algorithm different from NIA0, except for unauthenticated emergency calls.
The UE shall implement NIA0 for integrity protection of NAS and RRC signalling. NIA0 is only allowed for unauthenticated emergency session as specified in clause 10.2.2.

*************** Next change ****************
[bookmark: _Toc19634579][bookmark: _Toc26875637][bookmark: _Toc35528387][bookmark: _Toc35533148][bookmark: _Toc45028490][bookmark: _Toc45274155][bookmark: _Toc45274742][bookmark: _Toc51167999]5.4	Requirements on the ng-eNB
The security requirements for ng-eNB are as specified for eNB in TS 33.401 [10] with the following additional requirement:.
· ng-eNB shall support the use of integrity protection with the UE over the Uu interface.

*************** Next change ****************
[bookmark: _Toc19634675][bookmark: _Toc26875735][bookmark: _Toc35528486][bookmark: _Toc35533247][bookmark: _Toc45028590][bookmark: _Toc45274255][bookmark: _Toc45274842][bookmark: _Toc51168099]6.6.2	UP security activation mechanism
AS UP integrity protection and ciphering activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see Figure 6.6.2-1. 
The SMF shall send the UP security policy to the gNB/ng-eNB as defined in Clause 6.6.1.


Figure 6.6.2-1: User plane (UP) security activation mechanism
1a.	This RRC Connection Reconfiguration procedure which is used to add DRBs shall be performed only after RRC security has been activated as part of the AS security mode command procedure defined in Clause 6.7.4.
1b.	The gNB/ng-eNB shall send the RRC Connection Reconfiguration message to the UE for UP security activation containing indications for the activation of UP integrity protection and ciphering for each DRB according to the security policy. 
1c.	If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB/ng-eNB does not have KUPint, the gNB/ng-eNB shall generate KUPint and UP integrity protection for such DRBs shall start at the gNB/ng-eNB. Similarly, if UP ciphering is activated for  DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB/ng-eNB does not have KUPenc, the gNB/ng-eNB shall generate KUPenc and UP ciphering for such DRBs shall start at the gNB/ng-eNB.
2a.	UE shall verify the RRC Connection Reconfiguration message. If successful:
2a.1	If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPint, the UE shall generate KUPint and UP integrity protection for such DRBs shall start at the UE.
2a.2	Similarly, if UP ciphering is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPenc, the UE shall generate KUPenc and UP ciphering for such DRBs shall start at the UE
2b.	If the UE successfully verifies integrity of the RRC Connection Reconfiguration message, the UE shall send the RRC Connection Reconfiguration Complete message to the gNB/ng-eNB.
If UP integrity protection is not activated for DRBs, the gNB/ng-eNB and the UE shall not integrity protect the traffic of such DRB and shall not put MAC-I into PDCP packet.
If UP ciphering is not activated for DRBs, the gNB/ng-eNB and the UE shall not cipher the traffic of such DRBs.

*************** Next change ****************

[bookmark: _Toc19634677][bookmark: _Toc26875737][bookmark: _Toc35528488][bookmark: _Toc35533249][bookmark: _Toc45028592][bookmark: _Toc45274257][bookmark: _Toc45274844][bookmark: _Toc51168101]6.6.4	UP integrity mechanisms
6.6.4.1 General
The PDCP protocol, as specified in TS 38.323 [23] between the UE and the NG-RAN, shall be responsible for user plane data integrity protection.
6.6.4.2 UP integrity mechanisms between the UE and the gNB
The use and mode of operation of the 128-bit NIA algorithms are specified in Annex D.
The input parameters to the 128-bit NIA algorithms as described in Annex D are, the message packet, a 128-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER value of which is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded.
6.6.4.3 UP integrity mechanisms between the UE and the ng-eNB
If the UE supports E-UTRA connected to 5GC, the UE shall indicate support of integrity protection by setting the EIA7 algorithm bit in 5G UE Security Capability IE (see clause 9.11.3.54 of TS 24.501 [35]) to indicate that the UE supports user plane integrity protection with an ng-eNB. 
Editor’s Note: The setting of the EIA7 bit to 1 needs to be specified by CT1 in TS 24.501. This Editor’s note can be removed once this is done by CT1.
When the UE and the ng-eNB use 128-NIA algorithms, clause 6.6.4.2 applies.
When the UE and the ng-eNB use 128-EIA algorithms, the following applies:
· The use and mode of operation of the 128-EIA algorithms are specified in Annex B of TS 33.401 [10].
· The input parameters to the 128-bit EIA algorithms as described in Annex B of TS 33.401 [10] are, the message packet, a 128-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER value of which is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
If the ng-eNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded.
UE and the ng-eNB (or the ng-eNB acting as the MN) shall derive UP integrity key, ignoring the restrictions for relay nodes, as specified in Annex A.7 of TS 33.401 [10], with the KeNB set to KgNB.
NOTE x: UP integrity key derivation when the ng-eNB acts as the SN is specified in clause 6.10.3.2

*************** Next change ****************

[bookmark: _Toc19634755][bookmark: _Toc26875815][bookmark: _Toc35528566][bookmark: _Toc35533327][bookmark: _Toc45028670][bookmark: _Toc45274335][bookmark: _Toc45274922][bookmark: _Toc51168179]6.10.3.2	Derivation of keys 
The UE and MN shall derive the security key KSN of the SN as defined in Annex A.16 of the present document.
The SN RRC and UP keys shall be derived from the KSN both at the SN and the UE using the function given in Annex A.7 of TS 33.401 [10] (ignoring restrictions for the UP integrity key for the relay nodes) if the SN is a ng-eNB or using the function given in Annex A.8 of the present specification if the SN is a gNB.
Once all the SN RRC and UP keys have been derived from the KSN, the SN and UE may delete the KSN.

*************** Next change ****************
[bookmark: _Toc19634757][bookmark: _Toc26875817][bookmark: _Toc35528568][bookmark: _Toc35533329][bookmark: _Toc45028672][bookmark: _Toc45274337][bookmark: _Toc45274924][bookmark: _Toc51168181]6.10.4	Protection of traffic between UE and SN
This subclause provides the details of the needed SN RRC and UP keys and the algorithms used to protect the traffic whose PDCP terminates on the SN. The UE and SN may either calculate all the SN RRC and UP keys at once or as there are required to be used. The RRC and UP keys are KRRCenc and KRRCint for the SRB whose PDCP terminates on the SN and KUPenc for the DRBs whose PDCP terminate on the SN.
When the SN is a gNB, the RRC traffic protection directly between the UE and SN is done using the mechanism described in subclause 6.5 of the present document with the algorithms specified in Annex D of the present document. 
When the SN is a gNB, the UP traffic protection and activation is done using the mechanism described in subclauses 6.6 of the present document using the algorithms specified in Annex D of the present document. The UP security activation procedure for MR-DC (meaning NR-DC, NE-DC and NGEN-DC) scenarios use the mechanism described in sublcause 6.10.2.1 with the following additional procedures:
In the case of split PDU session where some of the DRB(s) is terminated at the MN and some DRB(s) is terminated at the SN, the MN shall ensure that all DRBs which belong to the same PDU session have the same UP integrity protection and ciphering activation. To achieve this, the MN shall inform the SN with its UP integrity protection and ciphering activation decision of any DRB that is offloaded and to be terminated at the SN. The SN shall activate the UP integrity protection and ciphering based on the MN decision.

For UP Integrity Protection, if the UE does not indicate that it supports the use of integrity protection with ng-eNB:
Case 1: UP security policy indicates UP Integrity Protection "required": 
In NGEN-DC scenario, the MN shall reject the PDU session. 
In NE-DC scenario, if the MN decides to activate the UP integrity protection for this PDU session, the MN shall not offload any DRB of the PDU session to the SN. 
In NR-DC scenario, the MN makes the decision for PDU sessions that are terminated at the MN while the SN makes the decision for PDU sessions that are terminated at the SN.
Case 2: UP security policy indicates UP Integrity Protection "preferred":
In NGEN-DC scenario, the MN shall always deactivate UP integrity protection. In this case, the SN shall always deactivate the UP integrity protection of any PDU session terminated at the SN.
In NE-DC scenario, if the MN has activated any of this PDU session DRBs with UP integrity protection "on", the MN shall not offload any DRB of this PDU session to the SN. However, if the MN has activated all DRBs of this PDU session with integrity protection "off", the MN may offload DRBs of this PDU session to the SN. In this case, the SN shall not activate the UP integrity protection and shall always set the UP integrity protection indication to "off". 
In NR-DC scenario, the MN makes the decision for PDU sessions that are terminated at the MN while the SN makes the decision for PDU sessions that are terminated at the SN.
Case 3: UP security policy indicates UP Integrity Protection "not needed":
In all MR-DC scenarios, the MN and SN shall always deactivate UP integrity protection.
For UP integrity protection, if the UE indicates that it supports use of integrity protection with ng-eNB, in all MR-DC scenarios, the MN and SN shall make a decision on UP integrity protection according to the UP security policy for PDU sessions which terminate at the MN and SN, respectively, where all DRBs belonging to the same PDU session shall have the integrity protection either "on" or "off".
For UP Ciphering Protection:
In all MR-DC scenario, the MN and SN shall make a decision on UP ciphering protection according to the UP security policy for PDU sessions which terminate at the MN and SN, respectively, where all DRBs belonging to the same PDU session shall have the ciphering protection either "on" or "off".
NOTE 1:	A UE that is Rel-16 or prior ng-eNB does not support UP integrity protection with ng-eNB. Therefore, explicit indication that the UE supports use of UP integrity protection with ng-eNB is required.
In all scenarios of MR-DC, the SN shall send the UP integrity protection and encryption indications to the MN in the SN Addition/Modification Request Acknowledgement message. The MN shall forward the UP integrity protection and encryption indications to the UE in RRC Connection Reconfiguration message. The UE activate the UP security protection with the SN based on the UP integrity protection and encryption indications using the scheme described in subclause 6.6.2. If the MN has not activated the RRC security before sending the RRC Connection Reconfiguration message, the MN shall perform AS SMC procedure first.
When the SN is a ng-eNB, the RRC and UP traffic is protected using the mechanism described in subclauses 7.4 and 7.3 respectively of TS 33.401 [10] with the algorithms specified in Annex C of TS 33.401 [10]. Additionally, the UP traffic is integrity protected based on the UP security policy and the indication that the UE supports the use of UP integrity protection with ng-eNB.
NOTE:	Void.

*************** End changes ****************
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1a. Precondition: 
RRC security is activated, i.e., RRC ciphering and RRC integrity protection are activated.
1b. RRC Connection Reconfiguration
({UP integrity indication, UP ciphering indication} for each DRB)
2a. Verify RRC Connection Reconfiguration integrity. If successful, for each DRB, if UP integrity is activated, start uplink UP integrity protection and downlink UP integrity verification; for each DRB, if UP ciphering is activated, start uplink UP ciphering and downlink UP deciphering; and send RRC Connection Reconfiguration Complete.
2b. RRC Connection Reconfiguration Complete
1c. For each DRB, if UP integrity is activated, start uplink UP integrity verification and downlink UP integrity protection.
For each DRB, if UP ciphering is activated, start uplink UP deciphering and downlink UP ciphering.
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