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[bookmark: _Toc482970147][bookmark: _Toc467658313][bookmark: _Toc492977751]*************** Start of the 1st Change ****************
[bookmark: _Toc22547678][bookmark: _Toc22548230][bookmark: _Toc26880582]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.117: "Catalogue of General Security Assurance Requirements".
[3]	3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".
[4]	3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[5]	Void.
[xx]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture" (Release 16)
*************** Start of the 2nd Change ****************
[bookmark: _Toc19542365][bookmark: _Toc35348367][bookmark: _Toc44937849][bookmark: _Toc19783187][bookmark: _Toc26886971][bookmark: _Toc35533607]4.2.2.x	Correct Handling of Custom HTTP Header with PRINS Security
Requirement Name: Correct Handling of the Custom HTTP Header with PRINS Security
Requirement Reference: TS 29.500 [xx], clause 6.1.4.3.4
Requirement Description: 
"The 3gpp-Sbi-Target-apiRoot header shall not be used between SEPPs if PRINS security is negotiated between the SEPPs". 
[bookmark: _Hlk19541373]Threat References: TR 33.926 [4], clause G.2.x.b, Tampering of target API root
Test Case: 
Test Name: TC_HANDLING_CUSTOM_HTTPHEADER_WITH_PRINS
Purpose:
[bookmark: _Hlk2183828]Verify that the SEPP under test correctly handle the 3gpp-Sbi-Target-apiRoot custom HTTP header received from a NF when PRINS security is negotiated with the peer SEPP in a remote PLMN.
Procedure and execution steps:
Pre-Conditions:
-	System documentation of the SEPP under test, including the security mechanisms supported for protection between SEPPs.
-	A peer SEPP instance of a remote PLMN for N32 communication with the SEPP under test, which may be simulated. 
-	A NF for sending HTTP request to the remote PLMN of the peer SEPP via the SEPP under test, which may be simulated and supports 3gpp-Sbi-Target-apiRoot header. The NF is configured to route all HTTP messages with inter PLMN FQDN as the "authority" part of the URI via the SEPP under test.
-	The SEPP under test is configured with PRINS security as the security mechanism negotiated with the peer SEPP in the remote PLMN.
-	A TLS connection is setup between the SEPP under test and the peer SEPP in the remote PLMN for N32-f forwarding.
Execution Steps
1)	The NF initiates a HTTP message sent to the SEPP under test, which includes the 3gpp-Sbi-Target-apiRoot header containing the apiRoot of the target URI in the remote PLMN and the apiRoot in the request URI set to the apiRoot of the SEPP under test.
2)	The SEPP under test forwards the HTTP request to the peer SEPP in the remote PLMN within the N32-f TLS tunnel.
Expected Results:
The peer SEPP received the protected HTTP Request from the NF through the SEPP under test, in which the apiRoot in the request URI is the apiRoot of the target URI in the remote PLMN and no 3gpp-Sbi-Target-apiRoot header is present.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot containing the operational results.
*************** End of the Changes ****************
